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MeToAWYHMI NOCIOHUK po3pobReHo AK pecypCHUIM MaTepian, CNpPAMOBaHWIA HA 3ano-
6iraHHs nopyweHHaM Npae AiTel, AKi CTanu cBiakamu Ta/abo nocTpaxpanu nig vac 36poit-
HOI arpecii pocii npoTH YkpaiHu.
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Hi3auia PH International (3apeectpoBaHa Ak Project Harmony, InC.) y paMKax nNpoekTy 3a
niatpumkm Bigainy 3 npasooxopoHHUX nutanb (INL) Moconectea CLUA B Ykpaini. MNorngaan
aBTopiB He 000BA3KOBO 36iraloTbca 3 odiuiiMHo Nosuuic ypaay CLUA.

Supported by the INL Ukraine office of the U.S. Embassy to Ukraine. The views of
the authors do not necessarily reflect the official position of the U.S. Government.
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BukopUCTaHHA MaTepianiB Lboro nNocibHMKa, NOBHICTIO ab0 YaCTKOBO, AONYCKAETHCS
32 YMOBHM 0OOBA3KOBOIO NOCUNAHHS Ha JXKEPEeno.



MEPEAMOBA

MNoeHomacwTabHe BTOprHeHHs Pocificekoi Meaepauii B YKpainy, posnodyate 24 nio-
Toro 2022 poky, cnpuyunHKno BeznpeleneHTHY Kpu3y ¥ cepi 2aXUCTy npas AUTMHU. BoHO
CTano OAHIEK 3 HANPYRHIBHIWWX 2arpo3 419 AMTUHCTBA, No3baBUBLLIM AiTer Be3neku, CiMT,
OCBITH, MEAMYHOT AONOMOrM Ta NpaBa Ha HOPMaNbHWUIA PO3BUTOK.

it Pocii Ha oKynoBaHUX TepUTOPIAX CYNPOBOAXYHTBCA CUCTEMHUM HACUMBLCTBOM:
CTpaTaMu, Hanafamu, CBaBiNbHUMM 3aTPUMAHHAMM, KATYBAHHAMM, BTATYBAHHAM Y NPOCTUTY-
Liko Ta NopHorpadiko M iHWKWMK HOPMaMK XKOPCTOKOTO NOBOAXEHHS, BiA SKMX CTPaXAaKTb
yCi rpoMaaaHu YkpaiHu, nepeaycim gitu.

OfHUM i3 HAUCMCTEMHIWKX 2I0YMHIB € NPUMYCOBE NEpeMilleHHs Ta genopTauis
YKPAaiHCbKMX AiTel. 3a HasBHOKW iHdopMaUie, NnoHaa 20 TMCAY YKpaiHCbKMX AiTen Bynu
NpUMyCcoBo nepeMiweHi abo agenopToeaHi Pocield 3 TUMYACOBO OKYMOBaHWUX TEPUTOPIH Mic-
na il NOBHOMaCIITabHOro BTOpPrHeHHs .

3a paHuMK YnpaeninHa BepxoeHoro KoMicapa OOH 2 npae AwauHu, y nepiog i3 24
nawToro 2022 poky ao 31 cepnHg 2024 poky MOHITOPUHIOBA MICia BXe 330,0KYMEHTYBanNo
12 BMNAagKiB CEKCYaNbHOro HAaCMABLCTBA, CKOEHOMO POCIHCBKMUMK BIHCbKOBMMMK HA MOMaTKY
oKynauii ctocoeHo 10 aig4aTok i 2 xnon4umkie BikoM Bia 3 ao 17 pokie?. Odicom [eHepanb-
HOro NpoKypopa Ha 29 TpaeHAa 2026 poky 3adikcoBaHO 23 BUNAAKK CEKCYANAbHOMO HACKSb-
CTBA, NOB'A3aHOTO 3 KOHMNIKTOM, B AKUX NOCTPaXaanu 22 AisunHu Ta 1 xnoneup®.

Ynpogosx 2022-2023 pokie TakoX 3adikcoBaHO BMNAAKKU No30aBAEHHA XUTTA Ai-
Tel, 30KpeMa cTpaTu 5 xnonuis i 2 gigyat?, i ua uMdpa He € OCTAaTOHHOK, OCKINbKU Hapasi
BifICYTHIA AOCTYN A0 OKYNOBaHUX TEPUTOPIN | HEBIAOMO, LLO BiADYBAETHCA 3 BUKPAAEHUMHU
AiTbMK Ha TepuTopiT Pociicekoi @epepallii.

MNopag i3 uinecnpaMoBaHMM HACUMABCTBOM 3HAYHY 3arpo3y A4 AiTel CTAaHOBAATE Ma-
COBaHi aTakM i3 3acTocyBaHHAM AanekobiinHoi 36poi. 3 nwToro 2022 poky B YKpaiHi WoHam-
MeHwe 3452° AuTuHK 3aruHynun abo Bynu nopaHeHi. PeanbHa KinbKicTb, AIMOBIPHO, € BULLOH,
afxe BpaxoBaHi nuwe niatsepaxeHi OOH eunaaku.

CTaTMCTUKA BiMHM CBIAYUTB: KifBbKICTb NOCTpaXpanux AiTed NPOAOBXKYE 3pOCTaTM.
Nuwe y 6epesni 2026 poky BHACNIAOK aTak nocTpaxganu 89 aiter — Ha 65% bGinblue, HiX
y filoToMy. Y nepwomy keaptani 2026 poky ix KinekicTe 3pocna Ha 49% nopiBHAHO 2 aHano-
riYHUM NEPIOAOM MUHYNOMO POKY®.

HaeepeHi AaHi cBigy4aTe Npo MacWTAOHUIA | CUCTEMHUIA XapaKTep LWKOAM, 3aBAAHOT
DiTaM BiHOLO.

Enoxa uudpoBUX TEXHONONIA i CouiafbHMX Meaia BiAKpUMAa HOBI MOXAWBOCTI Ans
AOKYMEHTYBAHHS BOEHHMX 3/104MHIB: WOAHA MiAbHOHW NyBAiKaLiA, Bigeo, reonokauinH1X

L https;//childrenofwar.gov.ua/?utm_source=chatgpt.com

?  https;//ukraine.un.org/sites/default/files/2025-04/2025-03-21%200HCHR%20Report%200n %20
Children%27s%20Rights%20in%20Ukraine_Ukrainian.pdf?utm_source=chatgpt.com

*  https//gp.gov.ua/en/posts/rezultati-diyalnosti

+  https//www.unicef.org/ukraine/press-releases/threefold-increase-number-children-killed-or-
injured-ukraine?utm_source=chatgpt.com

*  https://www.unicef.org/ukraine/press-releases/child-casualties-ukraine-increase-65-cent-over-
past-month

¢ https://www.unicef.org/ukraine/press-releases/child-casualties-ukraine-increase-65-cent-over-
past-month



NO3HAYOK | METaAAHMX CTAKTb NOTEHLUIAHUMUK DKepenaMu A0Ka3IB ANs ClifUuMX | NpOoKypo-
piB. BoaHOYaC Ui TEXHOAOTIT HECYTb | 3HAYHI PU3UKU.

KoHgiaeHUIMHICTb nocTpaxXaanoi AUTUHU abo AMTUHW-CBIAKA Y KPMMIHANbHOMY Npo-
BaKEHHI € HE MLWE IOPUAUYHMM 0DOBA3KOM LEepKaBH, a U PYHAAMEHTANbHOK NepeayMo-
BOIO 1l BilHOBAEHHA.

Y UMX YMOBaX AOKYMEHTYBAHHA 3104YMHIB NPOTH AITEH € KPUTUYMHO BAXIMBUM A4
3abe3ne4YeHHA HeBIABOPOTHOCTI BiANOBIAANBHOCTI Ta MA€ 3AIMCHIOBATUCA 3 BE3YMOBHUM
AOTPUMaHHAM BanaHcy Mixx 300poM A0KA3IB | 3aXUCTOM KOHDIASHUIMHOCTI AUTUHM.
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[MOCAPIN KNKOYOBUX TEPMIHIB

TepMin BM3HaUeHHA

OSINT (Open Source Po3BiaKa Ha OCHOBI BIAKPUTUX AXepen — CUCTeMaTUYHUA

Intelligence) 36ip Ta aHani3 nybaivHO AoCTYNHOT iHpOopMaLiil ana Linen
po3cnigyBaHHa abo aHanisy.

Nanugor 36epiravua HokyMeHTOBaHa NOCNIAOBHICTL BCiX OCIB, AKi Manu AocTyn A0

Aokasi (Chain of Cus-
tody)

A0Ka3y Bif, MOMEHTY BUABAEHHN A0 MOMEHTY NpPeACTABNEHHA B
cyai.

Xew-cyMa (Hash)

YHiKaneHUHA undpoBuin «BIABMTOK» hainy, Lo A03BONSE
NiATBEpAMTH HOro He3MiHHICTb. byAb-9ka 3MiHa danny 3MiHIoe
XeLlw-CyMy.

MeTtapani

TexHivuna inpopmauia npo ¢ann (aarta/v4ac cTBopeHHA, GPS,
aBTOP, MPUCTPIN), ABTOMATUYHO 3anucaHa y pann.

Bepudikauia

[pouec NiaTBEPAXKEHHS aBTEHTUYHOCTI MaTepiany Yepes
He3anexHi MeToaun (reonoKaLis, XpoHonoria, nepexpecHi
Jxepena).

leonokauin

Bu3HaueHHA TowHoro reorpadivyHoro Micusd 3NoMku ¢oTo
abo Bineo uepes 3icTaBNeHHs BUAMMUX OPIEHTUPIB 3
KapTorpadiyHUMK AaHUMM,

bapHaxyc

CKaHAMHaBCbKa Mofeflb KOOPAUHOBAHOMO pearyBaHHA Ha
3N104UHM NPOTH AiTeN, Wo Nepenbavac eAMHUA LONUT Y
HezneqyHoMy cepefoBMLLI 3a YHaCTi BCiX HeobXiaHux daxieuis/
YUHb.

CHIK CekcyanbHe
HaCMAbCTBO, NOBA3aHE
3 KoHdpnikToM (CRSV/
(Conflict-Related Sex-
ual Violence)

3N0YMHM CEKCYANbHOTO XapaKTepy, BYNHEHI B KOHTEKCTI
30pOMHOro KOHPAIKTY 200 NOBY3aHi 3 HUM.

AHoHimizauia

He3eopoTHe BUAaneHHs abo nepeTBOpPeHHN BCiX
ineHTUDIKYHYMX eneMeHTIB oCobu.

MceppoHiMizaLia

3aMiHa IAEHTUPIKYIOUMX BAHUX YMOBHUMM NO3HAYSHHAMM NPK
30epexeHHi KN4a BiaANoBIAHOCTI Y 3aXMLLEHOMY MiCLLi.

Berkeley Protocol

ABTOPMTETHUH MIXKHApPOAHWIA CTaHAAPT NpoBeAeHHA UMbpPOBMX
OSINT-pozchigysaHb ans uiner npaeocyana (UC Berkeley /
OHCHR, 2022).




MocTTpaBMaTHYHHIA
cTpecoBuit poznap (MTCP)

Poznap, Wo MOXe PO3BUHYTMCA MiCNA BNAMBY NOAIT
HaA3BUYAWHO 3arpo3NMBOro abo XKaxXIMBOTO XapaKTepy.
XapaKTepu3yeTbCa TPbOMa KnacTepamMmu CUMMTOMIB:

(1) NnoBTOpHE NEepPeXMBaHHA TPAaBMAaTUYHOI Noaii y
$opMi ACKPABUX HAB A3NMBMX CNOTaaiB, pnewbdekis abo
KOWMAPpIB;

(2) yHUKAHHS AYMOK, CNoraais, Aloaen, Micup abo
CUTYAUIN, LLO HaraayTh Npo TPABMY;

(3) cTifike BIAYYTTSI MOTOYHOI 3arpo3u, O BUABASETHCS Y
rinepnuabHOCTI abo NOCKAEHIN peakuil nepensky.
CUMNTOMU MaKOTb TPMBATU LLOHAWMEHLUE KibKa TUXHIB
Ta CNPUYUHATH 3HAYHE PYHKLIIOHANbHE NOPYLIEHHS.

Komnnekcuwmita NTCP
(kNTCP)

Po3nag, Wo MoXe pO3BUHYTUCA NICNA BNAWBY

TpuBanux abo NOBTOPKOBAHUX NOAIN HAA3BUYANHO
3arpo3AMBoro abo MaxnMBOro XapakTepy, 3 AKMX

BaXXKO 200 HEMOXNUBO BUMTU (HAaNPUKNAA, KaTyBaHHS,
reHouua, TpMBane AOMAWHE HACKABCTBO, NOBTOPIOBAHE
cekcyanbHe abo (isnvHe HAaCUABCTBO B AMTUHCTBI).
BMKOHYIOTBCA BCi fiarHOCTUYHI KpuTepii NMTCP.
JopatKkoBO XapaKTepU3yeTbCA CTINKMMKU Ta BUPAXKEHNUMM:

(1) nopyweHHamu perynauii apekTy;
(2) nepekoHaHHAMYK Npo cebe K NnpumeHLLeHy abo

HiK4eMHy ocoby, Wo CYNpoBOAXKYHTECA NOYYTTAMM
COpOMY, NpoBUHK abo HeBpaui;

(3) TpyoHOWAMU Y NIATPMMAHHI CTOCYHKIB | Bia4yTTi
6AM3bKOCTI 3 IHWKMMK.

CNprYMHAE 3HAYHE PYHKUIOHANbHE NOPYLWEHHSA.

locTpuin CTpecoBMin poznag
(TCP)

LiarHoctMyHa kaTteropia DSM-5, wo onucye KnidivHo
3HaYYLWi CUMNTOMM, SKi BUHWKAKTL Big 3 Ai6 A0 oaHOro
Micaua nicng eNAUMBY TpPaBMaTUYHOI NoAiil (PpakTUYHA
abo 3arposa cMepTi, cepio3He NOPaHEHHS, CeKCyanbHe
HAaCKMNbCTBO). BKAKYaE CUMNTOMM: IHTPY3ii, HEraTUBHUA
HACTPIN, Ancouiauis, yHUKHEHHS, 30y aKeHICTb.
CNpuyMH<E 3HaYHe NOpyLWeHHI GDYHKLIOHYBaHHA.

locTpa peakuia Ha cTpec

TpaH2UTOPHKMI CTaH, WO PO3BMBAETLCA Y BIANORIAL

Ha BMKNKOYHMIA CTPecop, WO BKAKYAE CepRO3HY
3arpozy 6e3neui abo ¢iznyHin winicHocTi ocobu abo
6An3bKKX (Hanpuknaa, bonoei Aii, 3N0O4YMHHUIA Hanag,
npvpogHa katactpoda). CUMNTOMK BBAXaKTLCS B
MeXaxX HOPMATUBHOIO Aiana3oHy peakLii 3 ornaay Ha
HaA2BMYalHY TAXKICTb CTpecopa Ta 3a3BM4ail MUHAKTb
CaMOCTIHHO NPOTArOM KiNbKOX roauH (0 3-x Aid).




Jucouiauia

MopyweHHs abo ¢parMeHTalia HopManbHOT iHTerpauii
CBiAOMOCTI, NaM ATi, iAEHTUYHOCTI, eMOUIH, CIPUAHATTS,
YABNEHHA NPO TifI0, MOTOPHOIO KOHTPOMIO T3 NOBEAIHKM.
€ MUMOBINbHUM HECBIAOMUM 3aXMCHUM MEXAHI3MOM Y
BiANOBiAb HA TPABMATUUYHMIA CTpeC.

KniniyHo 3Havywi popmu:

AenepcoHanizawia - Big4YyXXeHH: Bia BAACHOMO «a» abo
Tina;

Aepeanizaunia - Bia4yTTa HepeanbHOCTi HABKOAULWHBOMO
cepenoBuLLa;

AWCOLIaTHBHA aMHe3ifl — He3[aTHICTb BIATBOPUTH

BaXAMBY O0CODUCTY iHDOpMALLiKO TPaBMaTUYHOIO
XapakTepy.

PetpaBMaT13alin

lNoBTopHe NepeXnBaHHA NCUXOAOTIYHOT TPABMMU,
LLLO BUHWKAE BHACAIAOK Aii TpUrepiB (CTUMYAIB), WO
HaragywTb NPO TPAaBMATUYHY NOAID, Ta AKTUBYE
HeWpOHHI NaTepHM, 3a4isHi Nig 4ac NePBUHHOIO
TPaBMaTU4YHOIO AOCBIAY, 6€3 MOXIMBOCTI
TepaneBTUYHOIO OMNpaLIOBaHHA,

Moxe 6yTH CNp1YMHEHa: NOBTOPHUMK fgonuTamu Bes
NCUXONOrIYHOT NIATPUMKU; NYOAIYHUM PO3rofOLEHHAM
iHdbopMaUil Npo NOCTpaXaanoro; MeAiaBUCBITAEHHAM,;
HeobepexHo chOopMyNbOBaAHUMM 3anUTaHHAMM daxiBLiB.

Mepwa ncuxonoriuHa
Aonomora (NMNA)

[YMaHHWHA, NIATPUMYIOYMH | NPAKTUYHUA Niaxia oo
NoAeN NiCNA NepeXuTol CTPecoBoi Noail, AKi MOXYTb
notpebyBaTth AonoMoru. IpYHTYETbCA Ha MATH 6330BUX
eneMeHTax:

(1) 6e3neka

(2) cnokin

(3) 38'a30K i3 cninbHOTO

(4) camoedekTUBHICTb

(5) Hapis

He BMMarae cneujanbHoI NiAroTOBKK axiBus/YmHI

3 NCUXivHOro 380poBA. CNPAMOBAHA HA 3MEHLLEHHA
roCTpOro AMCTPECY Ta 3HUKEHHSA pu3uKy po3BuTKy [TCP.




NICHD-npotokon

HaykoBo 06rpyHTOBaHMI CTPYKTYPOBAHWIA NPOTOKOA
CYA0BO-MCUXONONYHOrO IHTEpPB'IO 3 AITbMU-
nocTpaxaanumu abo ceiakamu, po3pobnenmii 3 MeTow
OTPMMAHHA NOBHOI Ta AOCTOBIPHOI iHGopMauil. Bkalovae
natb $a3: BCTYN | BCTAHOBNEHHS NPaBWA; NPAKTU4HE
iHTEpPB'I0 (HeATpanbHa NoAIA); nepexia A0 3MICTOBHOI
YACTUHW; 3MICTOBHA YaCTUHA; 3aBEPLUEHHA.

KA4YoBi NPUHUMNKW: AUTUHOLEHTPUYHUA Niaxia 3
ananTaui€o A0 PiBHA PO3BUTKY; BiAKPUTI 3aNUTAHHS
BAACHAMMW CNOBAMKU [IUTUHU; CYBOPE YHUKHEHHS
HaBIAHWUX 3aNUTaHb.

€ HanbinbL AOCAIAKEHUM IHCTPYMEHTOM Y CBOIR ranysi,
BU3HAHWIA €BPONERCHKOK acouialieln ncuxonorii Ta
npaea (EAPL), € cTaHAapTOM A0KA30B0O OBrPYHTOBAHOT
NPaKTHKK

BuropaHHa npodeciithe

CUHAPOM, L0 BUHUKAE AK Pe3YALTAT XPOHIYHOMO
poboyoro crpecy, AKMK He BAANOCS YCNiLWHO nobopoTw.
XapaKTepusyeTbCa TPbOMa BUMipamu:

(1) BiAUyTTA BUCHAXEHHS eHeprii abo BUCHAXEHOCTI;
(2) 36inbweHHn NCUXoNOTrivHOT AUCTaHUIT Bia poboTu
abo HeraTUBHI BIAYYTTA CTOCOBHO HeET;

(3) 3HuxKeHHs npodeciAHOl edeKTUBHOCTI.

€ npodecitHuM peHOMEHOM, 3 HE MeaAUYHUM CTAHOM
abo ncuxivHum poznaaom. MNotpebye opraHisauiliHoro
BTPY4Y3aHHS Ta NCUXONOMYHOT NIATPUMKM,

OujHka notped AMTHHM Ta T
CiMT y couianbHMX nocayrax

AHanNi3 CKNAAHUX KUTTEBUX ODCTABUH AMTUHU Ta il
CiM’T, BU3HAYEHHS iIHAMBIAYaNbHUX NOTPed AUTUHM Ta Ti
CiM’l, Nepenik Ta 0bcAar couianbHUX MOCAYT, AIKUX BOHK
notpebyTb.

10




3aKOHHI NpeACTAaBHMKM Ta
npeacTaBHULI AUTHHH

33KOHHUMM NPEACTABHUKAMM/HULAMMN AUTUHM €

6aTbkK, yCUHOBUTEAI, DATbKM-BUMXOBATENI, NPUAOMHI
6aTbKK, NATPOHATHI BUXOBaTEANi/bKM, OMIKYHU/HKH,
NiKAYBanbHUKK/LI, NpeacTaBHUKU/HUALI 3aKNaLaiB, AKi
BMKOHYIOTb 0D0BA3KM ONiKYHIB/HOK i NiKNYBaAbHUKIB/Lib.

He MoxyTb 6yTH 3aKOHHMMM NpeacTaBHUKaMKU/LAMK
ONTUHK 0CoBM, N030aBNeHi CTOCOBHO Hei HaTbKIBCbKMX
npae, a TakoxX H6abyci, aiayci 1a iHWi poaunyi, HaBITb AKLLO
BOHWM NPOXMBAIOTb PAa30OM 3 AUTMHOK, BUXOBYIOTb 11, AKLLO
BOHM HE € ONIKYHaMM ANTUHM.

BianoeiaHo Ao ctatTi 1 3aKkoHy YkpaiHu «[1po bixeHuis
Ta ocib, aki noTpebyTb A0AATKOBOMO ab0 TMMYACOBOrO
3aXUCTY», 3aKOHHUMU NpeacTaBHUKaMU AUTUHMU,
pO3AYYeHOl i2 CIMEK € opraH oniku Ta NiKAYBaHHA,
ONiKYHUW Ta NiKAYBaNbHUKK, MPU3HAYEH] BiANOBIAHO

A0 2aK0oHOAABCTBA YKpaiHM, NPMAOMHI BaTbkH, BaTbKK-
BUXOBaTeNi, NAaTPpOHATHI BUXOBATENI/HULI, aaMiHICTpaLia
3aKnagy OXOpOHWU 340pOBA, HABYANbHOMO abo iHWOro
AUTAYHOTO 33KNaay.

A 33aKOHHWMW NpeacTaBHUKAMK/HULAMK 0coDU BiKOM Ao
18 pokie - oauH 3 HaTbKiB, ycMHOBMTENIB, Aig 44 Haba,
NOBHONITHI BpaT YK CecTpa, ONIKYHU YU NIKAYBANbHUKH,
nNpu13HaveHi TakuMu 4o NpubyTTa B YKpainy, abo

iHLWA NOBHONITHA 0C0Ba, aKa A0 NpUBYTTA B YKpaiHy
AOBPOBINBHO YK B CHAY 3BUYAK KPaiHW NOXOAKEHHS
B351a Ha cebe BIANOBIAANBHICTL 38 BUXOBAHHS AUTUHM.
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Cy6'ekTH BUABACHHA Ta/abo
opradizauii conianbHoro
3aXMCTY AiTel, AKi
nepe6yBaloTb Y CKAAAHUX
KMTTEBUX OOCTaBUHAX

BinnogiaHo ao Mopaaky 3abe3neveHHA CoUianbHOro
3aXUCTY AiTel, AKi nepebyBatoTb y CKNAAHUX XHUTTEBMX
obCTaBUHAX, Y TOMY YMCAT AiTel, aKi NOCTpaXaanu Big
)KOPCTOKOrO NOBOAXEHHS, 33aTBePAXEeHOro NOCTaHOBOID
KMY Bia 01.06.2020 p. N2 585, cy6'eKTaMn BUSIBAEHHA
Ta/abo opraHizauii couianbHOro 3axuCTy Aiten, aKi
nepebyBaloTb Y CKNAAHWUX XKUTTEBUX 06CTaBUHAX,

€. OPraHu AepXaBHOI BA3AU, OPraHn MiCLEeBOro
CaMOBPSAYBAHHS, 33KNaAN OCBITU, OXOPOHU 340POBY,
COLiaNbHOTO 3aXMCTY HACNEHHS, iHWI 3aKNaan Ta
YCTAHOBM, 30KpeMa CTPYKTYPHI Niapo3ainn panoHHUX

y M. Kuegi Ta CeBactononi aepxaaMiHicTpauin,
BUKOHAaBYUX OPraHiB MICbKWUX, PANOHHKMX Y MiCTax (y
pa3i YTBOPEHHS), CiNbCbKUX, CEAUWHUX pad, 3 MUTAHb
OCBITHM, OXOPOHH 30,0POBA, COLIaAbHOMO 3aXMCTY
HaceneHHs, 3iMCHEHHS 3axoaiB y cdepi 3anobiraHHa
Ta NPOTMAIT ALOMAWHbOMY HACUABCTBY | HACUALCTBY

32 O3HAKOK CTaTi TOWo, cNyxbu y cnpaBax aitew,
LeHTpK couianbHux cnyxb, dhaxisui i3 couianbHoi
pobotn abo iHWi HapaBaui couianbHMX NOCAYT, OpraHu
HauioHanbHOT noAiuii, TeputopianbHi opranm ACHC Ta
nianopsaakoBaHi Niapo3aning, cneuianiaoBaHi yCTaHOBM 3
HaAaHHA D6e30NAaTHOI NepBUHHOT NPAaBOBOI AONOMOTH,
perioHanbHi Ta MicueBi LEHTpU 3 HagaHHA He3onnaTHol
BTOPMHHOT NpaBOBOi AoNOMOru, 610po NpaBoBoi
AONOMOIU, CYAN, OPraHu NPOKYpPaTYpPH, YNOBHOBAXKEHI
OPraHu 3 NuUTaHb Npobauii, iHWi 3aranbHi Ta
cneuianizoBaHi cyx6u NiaTpUMKK 0Cib, nocTpaxkaanmx
Bif AOMALWHbOTO HACMABLCTBA Ta HACUNLCTBA 33 O3HAKOK
crarvi
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BCTYI

BOEHHI 3104MHM NPOTU AiTeld MakTb He Auwwe BeanocepenHi, a H AOBroTpUBani Ha-
CNiaKkun anga ixHeoro ¢isn4HOro Ta NCUXivHoOro 3g0poe’a. flocniaxeHHs Ceiayathb, WO 4iTH, aKi
nepexunun 30pornHUIn KOHDNIKT, MaKTb ¥ 2-5 pazie BUWMWIA PU3UK PO3BUTKY NOCTTPABMA-
TUYHOrO CTPECOBOrO POo31aay, TPUBOXKHMX PO3MaAiB i Aenpecii. XpoHi4Ha NCUXOTpaeMa B
AUTAYOMY BiLi TAKOX MOXE MPU3BOAUTU A0 3MiH CTPYKTYPM MO3KY, 30KpeMa BrMBaTK Ha
MurganenofibHe Tino, rinokamn i NpedpoHTanbHy Kopy.

it Pociincekol ®epepaunii WOAO YKPATHCEKMX AiTed € NOpPYLWEHHAM HOPM MiXHa-
pPOAHOMO ryMaHITapHOro Npaea Ta MOXYTh KBaNipiKyBaTHMCA AK BOEHHI 2104UHU Ta/abo 3no-
YUHKU NPOTU AKAIHOCTI. Taki AiAHHA He MaloTb CTPOKIB AABHOCTI, HE NIAAArAKOTb aMHICTI,
a BMHHI 0coBM NigNArakTb HEBIABOPOTHIA NepCOHaNbHIM KPpMMIHANBHIA BiANOBIAAABHOCTI.
Opaep MiXHapOAHOro KPUMiHANbHOIO Cyay Ha apewT BonoauMupa lNyTiHa Ta Mapii Jlbeo-
eoi-benopoi Big 17 bepezna 2023 poky ctae HeanpeuefeHTHUM CUTHAAOM A9 MiXHapoa-
HOT CMiNbHOTH'.

BoaHovac edeKTUBHE po3CifyBaHHA UMX 3M104YUHIB NOTpebye HanexHoro nNoeo-
DXKEHHA 3 AoKazaMu. Cyau BMMArawTe NIATBEPAXKEHHA aBTEHTUYHOCTI Ta LIAICHOCTI UWd-
poBUX MaTepianie, a byab-aKe NopylweHHa naHuwra ix 36epiradHa (chain of custody) Moxe
NpW3BECTU A0 BTPATH iX AOKAZOBOrO 3HAYEHHS.

OcobnnBo Hebezne4yHMM € NepeadacHe ONpPUAIAHEHHS MaTepianie, NOBA3aHUX i3 AiTb-
MK: BOHO MOXe IHhOPMYBATH 3104MHLIB Npo Nepebir po3cnigyBaHHS, CIPUHUHUTH 3HULLEHHA
DOKaz3iB i NpU3BECTU A0 NOBTOPHOI TpaBMATU3ALIT NOCTpaXAaNuX. ¥ 3340KYMEHTOBAHUX BU-
nagkax nowupeHHa OSINT-MaTepianie TakoX NpU3B0AMA0 A0 BiAMOBK CBiAKIB BiA cniBnpaLi
3 CNiACTBOM, IX NepexoByBaHHA abo 3MiHU NOKa3aHb Yepes CTpax nepeciifyeaHHs.

JoaaTKoBi pU3MKKU CTBOPHE PO3rONOLWIEHHA NEPCOHaNbHMX AaHUX abo iHdbopmMauil
nNpo NpUBATHE XWUTTA AUTUHM (aapeca, AOKYMEHTU, KOHTaKTH, GiHaHCOBI AaHi, $oTO YU 06-
CTaBMHM 3M104UHY), LLO MOXE CNPUHUHWUTH peTpaBMaTU3aLliio, CoLianbHy CTUrMaTM3aLilo, 3a-
rposy Hesnewi AMTUHMU Ta il POAMHU, YHEMOXNWMBUTH HAAAHHS CBIAYEHB Y CYAI Ta NOPYLIMTH
NpaBo AMTUHWU Ha 30epeXeHHN IAEHTUHHOCTI.

3 ornaay Ha CKNAAHICTb | YYTAUBICTb LMX NpOUECiB, AOKYMEHTYBAHHSA 3A04MHIB NPOTH
AiTen Ta 3abe3neyeHHs IXHBOrO 3aXMCTY HE MOXYTh 34IHCHIOBATMCSA i30ABOBAHO. Lle noTpe-
Bye ckoopAMHOBaHOI MDKBIAOMYOI B2aeMOAIT Ta AOTPUMAHHA €AMHUX CTaHAAPTIB BIANOBIA-
HO A0 HOPM MiXHAPOAHOIo NpaBa Ta 3aKoHoAAaBCTBA YKpaiHu y cdepi OXOpoHU AUTUHCTBA.

LeA MeTOAMYHMA NOCIOHWMK CTBOPEHWA 2 MEeTOK HafaHHa pekomeHaauin daxis-
UAM Ta $axiBYUHAM PizHKUX rafysen, 2any4eHnx Ao poboTu 3 AiTbMK, AKI NOCTpaxaanu Big,
3bpoiHoi arpecii Pociicekol ®eaepauii npotu YKpaiHu.

LlinamMm nocibHuka €:

1. 3abe3nevyeHHa PO3YMIHHA NPABOBUX OCHOB KOHQIAEHLIAHOCTI AMTUHU Y KPUMI-
HaNIbHUX NPOBAAXKEHHAX NPO BOEHHI 3I04MHM 3riAHO 3 YUHHWUM 3aKOHOAABCTBOM YKpaiHW
Ta MiXKHAPOAHMMM CTaHAAPTaMM.

2. HapaHHA npakTMYHUX anropuTMie BusBAEHHS, dikcauii Ta sepudikauii inpopma-
Lii 2 eiakpuTux axepen (OSINT) ana winen KpUMiHANBHOTO CYAO0YMHCTBA.

7 https://rchr.org.ua/publications/mks-vydav-ordery-na-aresht-volodymyra-putina-ta-mariyi-
lvovoyi-byelovoyi
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3. 3anobiraHHA TUNOBUM NOMMAKAM, WO NPU3BOAATL A0 BTPATH A0KA3iB abo nopy-
WeHHA KOHPIASHUIMHOCTI AUTHUHM.

4. BCTaHOBAEHHSA paMKW eQeKTUBHOT MiXKBILOMUYOI B3aEMOAIT MiX yCiMa cybekTamu,
3aNYYEHUMU A0 PO3CNIAYBAHHS Ta AOKYMEHTYBAHHS.

UinboBa ayautopia

MocibHuk po3pobneHo ana daxieuie Ta paxiBYMHbL — NPeACTABHUKIB CYOEKTIB BUAB-
NneHHA Ta/abo opraHisauii couianbHOro 3axXUCTY AiTeH, AKi NepebyBatoTb Y CKNAAHMX XKHUTTE-
BMX 0DCTaBWHAX, 30KpeMa:

- HauioHanbHOT NoniLii Ta iHWKX NPaBOOXOPOHHUX OPraHiBe;

- OpraHiB Npokypatypu (3okpeMa, Odicy leHepanbHOro Nnpokypopay;

— OpPraHiB OMiKM Ta COLIANbHOIO 3aXUCTY;

- 3aKnaaiB OXOPOHMW 340pOBA Ta CYA0BO-MEANYHOI €KCNEPTU3MH;

— MCUXOAOTIHHOI Ta NCUXOTEPANEBTUHHOT AOMNOMOTK;

— OpraHi3auin, Wo 3aiMaTbCa AOKYMEHTYBAHHSAM BOEHHMX 3A04YMHIB (OpraHi3auin
rPOMAAAHCBKOMO CYCMIALCTBA Ta MDKHAPOAHUX CTPYKTYP).

AK KOPUCTYBATHCA NOCIOHMKOM

MoCiBHUK CTPYKTYPOBAHO Y IBa OCHOBHi DAOKM, WO MICTATL PO3AIAM Ta NiApo3ainu;

- baok | npuceAveHO KOHGIASHUIMHOCTI Y CNpaBax Woao 3A04MHIB Pocincbkoi Pe-
Aepauii NpoTu aitei;

- baok Il - OSINT-meTogonorii Ta MiXBIAOMYIA B3aEMOII.

Po3ainn MIiCTaTb TEOPETUYHY YACTUHY, NPAKTUYHI pekoMeHaalii, peanbHi abo TMnosi
npuKnagm (i3 3HeocobAeHMMU AAHUMM), 8 TAKOXK NOCUAAHHA HA HOPMATUBHO-NPABOBY Da3y
Ta NOCUNAHHA HA HOPMATUBHI AOKYMEHTM.

OCHOBHI NPMHUMOH POGOTH 3 NOCTPAKAAIMMH AiTbMH NOBMHRI IPYHTYBATUCL HA Y0-
TUPbOX HEPO3PUBHO NOBA3AHUX NPUHUMNAX:

Hatikpawi inmepect QumUHU — B YCIX PILLEHHAX, WO CTOCYIITLCS AUTUHU, Ti HANKpPaLLL
iHTepecu € NepLwoYeproBUM 3aBaaHHaM. KOAHI OKAa3U He € BaXAMBILLMMHK 33 De3neky Ta
206pobyT AUTUHW.

KonghideHuidinicns — NepCOHANbHI AaHI NOCTPaXAAAMX AiTeH Ta AiTeH-CBiaKIB OXOpo-
HAOTLCA Bif, HECAHKLLIOHOBAHOTO PO3rofioWeHHS HA BCiX eTanax NpoBaiXeHHS.

Minimizauis wikodu — 6yab-aKa B3aEMOAis 3 AUTUHOI Ta Hyab-Ake NOBOAXKEHHS 3 Ma-
TepianamMu Npo Hel Ma€ 34iACHIOBATUCA TAKUM YUHOM, Wo6 MIHIMI3yBaTH A0AATKOBY LUKOAY
AWTUHI (peTpaBMaTU3aLIlY, PU3MKK De3neKn).

Lonycmumicme dokazie — yci Ail 3 NOTEHLINHUMK A0KA3aMU MaKOTb 3AIMCHIOBATUCA
BiANOBIAHO A0 BUMOT MPOLECYaNbHOIO 3aKOHOAABCTBA YKpaiHm, o 3abe3neuye ix BUSHAH-
HA CYA0M.

flcuxonozivHa Bezneka — KOXHe pileHHS NpPo B3aEMOAIID 3 AUTUHOK, NOBOAXEHHS 3
MaTepianaMu npo Hei abo koopamHauia Mix daxiBuaMu Ta paxiBUMHAMKU MAE NPUIMATUCS
3 YPaXyBaHHAM NMCUXONOTIYHOIO CTaHY AUTUHMU Ta NOTEHLIAHOIO NCMXOAOTIYHOMO BIAIMBY HA
Hei He fULLe Y KOPOTKO, @ 1 Y AOBrOCTPOKOBI A NEPCNEKTUBI.
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Baxxnuso!

Umdpoeoro indopmauieio (LMpOBMMU A0Ka2aMHK), LLO MOXe CBIAYUTU NPO NpHUYeT-
HICTb TiET YK IHWOT 0CoBU A0 BUMHEHOTO 3N0UMHY, MOXYTb OYTH BIAOMOCTI, OTPUMaHI Big, pi3-
HUX NPUCTPOIB, AKi NIOAUHA BUKOPUCTOBYE Y NOBCAKASHHOMY XUTTI, 30KpeMa Bia: MoBifbHO-
ro TenedoHa, HoyTbyKa, nnaHweTa, bopToBoro KoMN'Tepa aeToMobiNg Ta HagiraTopa ToLLO.

QoTtorpadii, AOKYMEHTH, ayaio Ta Biaeo Gainu, CTBOpeHi 3a AONOMOTOK 2a3HAYEHUX
ENEKTPOHHUX NPUCTPOIB, MaKoTb UMdpoBy HOPMY | MOXYTb 30epiraTca 9K Ha MaLUHHMUX
Hociax iHdopMauil (KOPCTKMX AMCKaX, ¢aew-namMaTi i T.N.), TaK i, BAKOPUCTOBYHOYM TpaH-
CNOPTHI TENEKOMYHIKALiIHHI Mepexi, MUTTEBO MOXYTb BYTU NepepaHi B rnobanbHy Mepexy
|[HTepHeT, abo 30epexeHi B «XMapHUX» CXoBULWAX. BCi Wi BIiAOMOCTI — AKepeno npouecyans-
HO 3HAYYLLUMX AAHUX AN KPUMIHANBHOMO NPOBaaXeHHS.

HenpaBunbHe NOBOAXKEHHS 3 UMPPOBMMU MaTepianaMmn MoXe Ha3aBXaW 3HULLMTU
IXHIO A0Ka30BY UiHHICTb. flocniaxkeHHs Berkeley Protocol (2022) AOKYMEHTYE YUCNEHHI BU-
NaAKW, KOAK caMi «paTyBaNbHUKK/LI» AOKA3IB 3HULLYBAAM iX CBOIMMK AiaMu.

He 103BONSETLCS NEpErNaaaTH, 3aBaHTAXYBATH Ta NOLMPIOBATH NOTEHLIAHI A0Ka3U
A0 2abe3neyeHHn TX HanexHoT dikcaulil.

BignosinanbHicTb AN NocafoBux ocib 3a HEBUKOHAHHA ab0 HeHanexHe BUKOHAHHS
npodecinHMX Yu cnyxboeux 060BAZKIB Y BiAHOLWEHHI A0 OXOPOHU XUTTA Ta 340pOBA Heno-
BHOAITHIX BHACNiA0K Heabanoro abo HecyMNiHHOMO A0 HUX CTABAEHHS, MOXe HACTABATH 33
cT. 137 KK YkpaiHu «HeHanexHe BUKOHAHHA 0DOBAZKIB LLOAO OXOPOHU XMUTTA Ta 300pOBs
AiTeR» Y NOEAHAHHI i3 3aranbHMMKU HOpPMaMK NPO 3M104YUHKU NPOTH XKUTTA Ta 340pOBA 0COOMK.
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BNOK |
KOH®IAEHUIAHICTD Y CMPABAX
MPO 310YUHU NPOTU OITEN:
OPUONYHUIA TA MCUXONOMNYHUIA ACMEKTU

PO341 1. KpuMiHanbHi 3104MHK NpOTH
DiTeN y KOHTEKCTI 36poiHoi arpecii
Pocincekoi @egepauii npotn YKpaiHu
Ta iX BMAMB Ha MNCUXIKY OUTUHU

1.1. 3aranbHa xapaKkTepmucTUKa

BianoeiaHo Ao knacudikauii OOH woao wecTn TAKKUX NOpYLLIEHL CTOCOBHO AiTEN Y
36pORHUX KOHPAIKTaX?, KNIOYOBUMU KaTeropiaMu €:

- BOUBCTBA Ta KaniuTea;

- BepbyBaHHA Ta BUKOPUCTAHHA AiTer y 30poiHUX POpMYBaHHAX;

- CeKcyasnibHe HaCUAbCTBO;

- BUKpaAeHHs;

- HaNaaM Ha LWKOAU Ta NiKapHi;

- BiAMOBA Y ryMaHITapHOMY A0CTYN.

Ang uinei KpUMiHaNbHOMO NPOBaAXKeHHA B YKpaiHi WwWwoao 2n04uHiB Pocincbkoi (e-
Aepauii nig 4ac il NoBHOMACWTAbHOro BTOPrHEHHA (Y TOMY YUCi CTOCOBHO AiTeR) L KaTero-
pii KOHKPETU3YIOTECA Y BIANOBIAHWUX CTAaTTAX KpUMiHANBHOMO KOAEKCY, PO3MAHYTUX HUXKYeE.

Baxnueo!

Cratta 77 Honatkoeoro npotokony | Ao XXeHeBcbkuxX KOoHBeHUiH (1977)° 3abopoHse
BUKOPUCTaHHA AiTer y 30poiHuX KoHdnikTax Ta 30boB93ye 3abezneuntu iM ocobnueuin
3aXMCT.

KoneeHuia OOH npo npasa auTvHK (1989), paTudikoeaHa YkpaiHow y 1991 p.,!!
y CT. 38 3aKkpinnkoe 3000B93aHHA AepXae NOBAXKATU HOPMU MIXKHAPOAHOIrO NYMaHITapHOro
npaea, aKi cTocyoTbCs AiTed. PUMCbKUIA cTaTyT MKC KpUMiHaniaye 3A04UMHU NPOTU AiTel Y
KOHTEKCTi 30pOMHOro KOHDAIKTY 9K BOEHHI 3A0YUHU Ta 2N0OYUHKU NPOTU AKOAAHOCTI.

8 https;//childrenandarmedconflict.un.org/ru/six-grave-violations
?  https;//zakon.rada.gov.ua/laws/show/995_199#Text

10 https//www.unicef.org/ukraine/uk/convention

1 https;//zakon.rada.gov.ua/laws/show/789-12#Text
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McuxonoriyHMiA acnekT:

3rigHo 3 «JocnigHUUBbKUMKM AiarHOCTMYHUMKU KpuTepiamu» MKX-10-CM (BOO3,
1992)!%, roctpa peakuia Ha ctpec (aani - NPC) - TMMYACcOBWIA po3naa, WO PO3BMBAETLCA Y
AarMHK 6e3 Byab-aKMX HWKWX NPOoaBIiB NCUXIYHMX po3nadie vy BiaANoOBiAb HA HE3BUYAMHUNA
diznyHnr abo NCUXiYHUM CTpec | 2a3BMYal 3HMKAE Yepes KiNbKa roauH, AHIB abo TUXKHIEB;
3a MKX-11 (BOO3, 2018), rocTpa peakLiq Ha CTpPeC BBAXAETLCA HOPMANbHOK PEeAKLI€ Ha
AHOMaJIbHI XXUTTEBI OBCTaBUHM.

MNTCP BM3HAYa€TLCA K BIACTPOYeHa abo 3aTKHA peakLia Ha CTPecoreHHy Noaio 4Yu
CUTYaLIKO BUHATKOBO 3arpo3fneoro abo KatactpodivyHOro Xxapakrepy, ki MOXyTb 3yMOBHUTH
AUCTpec Malxke y Byab-aKoT NHAUHM.

MPCta NTCP - cTaHM NCUXiKK, AKI MAKOTb HACTYNHI Baz20Bi CUMNTOMMU:

- MOBTOPHE NEpeXMBaHHA TPaBMaTUYHOT NOAIT B TeNepillHbOMY Yaci, KOAW NoAIA He
NPOCTO 3raflyeTbCs, a NEPEXMBAETLCA K TAKa, WO BiADYBAETHCA 3HOBY TYT i 3apas;

- CBilOMe YHUKHEHHS HarafyBaHb, IKi MOXYTb NPU3BECTH A0 NOBTOPHOIO NEpPEXU-
BaHHA TpaBMaTUYHOI NOAIT (Nogin);

- CTiMKe Big4yTTa NIABMLLEHOT MOTOMHOT 3arpo3u, HaNpPUKNag, Npo Wo CBiaYMTbL Miaeu-
LUeHa NUABHICTb abo NocuneHa peakLisn 3ApPUraHHa Ha Taki NOAPA3HUKK, K HECNOAIBAHI 3BYKM.

locTpa peakwia Ha CcTpec — TPaH3UTOPHKUI CTaH, WO PO3BUMBAETLLA Y Bif-
NoBiAb Ha BUKAIOYHWIA CTpecop, WO BKKOYAE CEpHO3HY 3arposy besneui abo
di3nIHIN uinicHocTi ocobun abo Bnusbkux (Hanpuknag, boNHoBI Ail, 3NOUYUHHKUIA
Hanaa, NpMpoaHa Katactpoda). CUMNTOMU BBAXKAKOTLCA B MEXAX HOPMATUBHOIO
Aiana3oHy peakuii 3 ornaay Ha HaA3BMYANHY TAXKICTb CTPecopa Ta 3a3BUYaN
MWHAKOTb CAMOCTIHHO MPOTArOM Kinbkox roguH (Ao 3-x aib).

loctpuin ctpecoBuit poznag, (TCP) - niarHocTMyHa kateropis DSM-5, wo
OMUCYE KNIHIMHO 3HAYYLL CUMNTOMM, AKI BUHUKAKTL Bif 3 Ai6 no oaHoro mics-
us nicng BNAMBY TpaBMAaTU4HOI nodii (pakTnuHa abo 3arposa cmepri, cepiiosHe
NOPaHEHHS, CEKCYaNbHE HACUABCTBO). BKAKYAE CUMNTOMU: IHTPY3ii, HEraTUBHUIA
HaCTPiW, AMcouiauis, YHUKHeHHS, 36ypxKeHicTb. CNpUYMHAE 3HaYHE NOpYLWeHHS
PYHKULIOHYBAHHS AOANHM,

MocTTpaBMaTHUHKHIA cTpecoBui poznag, (ITCP) - po3nag, Wo Moxe po3-
BUHYTWCA NiCAS BNAMBY NOAIT HAA3BUYANHO 3arpo3nnBOro abo xaxnmeoro xa-
pakTepy. XapaKTepu3yeTbCd TPbOMa KnacTtepaMmu CUMMTOMIB:

(1) NOBTOpHE NEPEeXWMBAHHA TpaBMaTU4YHOI noail y PopMi ACKpaBMX
HaB A3/IMBUX cnoragis, paewbekis abo Kowmapis;

(2) yHMKaHHS ByMOK, Cnoragis, noaei, Micub abo CUTyauii, o HarapyoTb
Npo TpaBMy;

(3) CTiKe BIAYYTTA NOTOYHOI 3arPoO3H, LLO BUABASETLCA Y FNINEPNUAbHOCTI
abo nocuneHii peakuii nepensaky.

CUMNTOMK MAKOTb TPMBATH WOHAUMEHWE KiNbKA TWXHIB Ta CNPUYUHATH
3HaYHe PYHKLiOHANbHE NOPYLUEHHA.

2 eflocnigHuubKi aiarHocTuudi kputepiiz (AAK) MKX-10 {anrn. Diagnostic Criteria for Research) -
ue cneuianizoeaHa Bepcia Knacudikatopa BOO3 1992 poky, CTBOpeHa ANa CTaHAApPTUM3alii HayKOBUX
pocnipkeHs. BoHM Biapi3HAKTECA Bif KNIHIYHMX HACTAHOR BMLUOK MOPCTKICTH, BMMArakium TOUHOI
KINBKOCTI CMMNTOMIB Ta TPMBANOCTI 4NN NOCTaHOBKKM AiarHozy: https,//www.autism-mmc.com.ua/types-
and-causes-of-autism/diagnostic-criteria-for-asd-on-dsm-iv-and-icd-10/.
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KomnaekcHuin MTCP (KNTCP) - posnag, wWo Moxe PO3BUHYTUCA RNiCAs
BNAMBY TpUMBanux abo NOBTOPIOBAaHMX MOAIA HAA3BUYAMHO 3arpo3nueoro abo
KAXNUBOTO XapaKTepy, 3 AKUX BaXKO ab0o HEMOXJIMBO BMMTKH (HanpuvKnaa, Ka-
TYBaHHA, reHOUMA, CeKCYanbHa eKCnnyaTauin, Tpueane AOMAWHE HACUNLCTBO,
NOBTOPIOBaHE CeKcyanbHe abo ¢izuyHe HACMALCTBO B AUTUHCTBI). BUKOHYIOTHCA
BCi AiarHoCTYHI KpuTepil MNTCP. [lopaTKoBO XapakTepusyeTbCa CTINKUMU Ta BU-
paXXeHUMMU:

(1) nopyweHHaMu perynauii adekTy;

(2) nepekoHaHHAMM Npo cebe AK NpuMeHLLeHy abo HikueMHy ocoby, Wwo
CYNPOBOMKYIOTBCA NOUYYTTAMU COPOMY, NPOBUHKM 200 HEBAAMI;

(3) TpyAHOWAMM Y NIATPUMAHHI CTOCYHKIB i BigvyTTi DAN3BKOCTI 3 IHWMMMK,

CNpUYNHAE 3HAYHE DYHKLIOHAAbHE NOPYLWEHHS.

OcHoBHa BigMiHHIcTb MiX TPC i MNMTCP B MKX-10-CM, DSM-V 1a MKX-11 - ue TpuBa-
RiCTb YaCOBOMO MPOMIXKY, WO MUHYB 3 MOMEHTY TPaBMATHYHOI noaii. (Yrigikosarnull kniniy-
HUt NPOMOKOT NepeUHHOI Ma cneyianizoeanoi Meduqroi donomoau (YKIIMA) «locmpa peak-
yis Ha cmpec. locmmpasmamuyrull cmpecosuil poznad. Mopywenns adanmayiis).”?

Baxxnueo!

B3aemogin 3 AUTMHOK-CBIAKOM YW NOCTPAXKAANOK AUTMHOK B Nepuli 48 ropuH mMae
NPOBOAMTUCH BUKNKOYHO B paMKax HafaHHA AMTUHI NepLuoi NCUXOAOMHHOT Ta NoAaNbLWOT
MefnYHOI AONOMOTU.

OCKiAIbKKM NCUXONOTIYHUHA CTaH AMTUHM Hanbinbw HecTabinbHUIA Yepes rocTpy peak-
LI Ha CTpec, HekBanidikoBaHi poO3NUTYBAHHA MOXYTb OAHOYACHO 3pYHMHYBATU AOKA30BY
6azy Ta NOrNUbUTU TpaBMYy.

1.2. Knacudikauia 3n0umnHis, ocodbnmusocTi
IX AOKYMEHTYBaHHA Ta PO3C/iAyBaHHSA

1.2.1. BoeHHi 3n04UMHM: 3arnbenb Ta nopaHeHHN AiTeH

KpuMiHanbHO-NpaBoOBOK OCHOBOIKD PO3CNIAYBAHHA BOEHHUX 304MHIB POCIACHKOT
(Depepavii B YkpaiHi € cT. 438 «BoeHHI 3104MHU» (B H4AaCTMHI HE3aKOHHOMo NepeMilleHHA
abo aenopTauii AUTMHM, HEBUNPABAAHOT 3aTPUMKKM penaTpiauii AUTHHM, eepbyBaHHAa abo
BUKOPUCTAHHA AUTUHM ANA y4acTi y 30poMHOMY KOHMDAIKTI, BOEHHUX (BOROBKUX) Aiax),CT. 442
«feHounay, c. 149 KpuminanbHoro Kogekcy YkpaiHu «Topriens nwoabmu abo iHwWa He3a-
KOHHa yroaa woao AAWHKU» Ta CT. 442-1 «3N04UHU NPOTU AKAAHOCTI» KpUMiHanbHOro
koaekcy (gani — KK) Ykpainu'4,

3 https://moz.qov.ua/storage/uploads/ec4aeQ1d-d0d3-4c0a-bf92-3cefbef633be/dn_1265_1907
2024 _dod pdf

14 https;//zakon.rada.gov.ua/laws/show/2341-14#Text
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Hanaau Ha uMBiAbHI 06'€KTU — WIKONW, NiKAPHI, AUTAYT caakm, AuTaYi OYAUHKM, Micus
MacoBoro nepebyBaHHA AiTel — € ABHMM NopylweHHsM cT. 52 [loaaTkoBoro npotokoay | ao
JKeHeBCbkux KOHBEHULH® Ta cT. 8(2)(b)(ii} PUMCbKOro cTaTyTy MiXKHAPOAHOrO KpUMIHANbHO-
ro cyny (mani - MKC),

OcobAMBOCTAMM LOKYMEHTYBAHHA LMX 3MOUYUHIB €:

- HeobXifgHICTb BCTAHOBAEHHS aKTy UMBIABHOIO CTATYCY O6EKTY HA MOMEHT aTakM;

- AOBEAEHHA 3HAHHA abo yMUCAY WOAO UMBINBHOTO XapaKTepy WiNi Hanaay;

— AOKYMEHTYBAaHHS NOCTPaXAanaux cepen, AiTei, OTPUMAHHA MEAUYHNX BUCHOBKIB;

- cynyTHE 36upaHHa OSINT-gokasiB (CynyTHMKOBI 3HIMKM, Bineo 3 Micus nogii,
nybaikauii y coumepexax, oiliviHi 3asBu).

Mpuknag,

Y DOKYMeHTOBaHOMY BMNagKy obCTpiny WKonu B Xapkiecbkid obnacTi
(2022) KpMTHMYHMMHK ANA AoKazyBaHHA cTanu: (1) apxiBHi 3HIMKKM Google Maps,
O NiATBEPAXYIOTE UMBIALHUIA XapaKkTep 00ekTy; (2) BiaeozanucK oyeBnauis y
Telegram-kaHanax, zadikcoBaHi 3 MeTagaHuMK; (3) 3eiT ObCE 3 reonokauiew
No3MLiN, 3BiAKM BENOCS BOTrOHb, (4) CBiAYEeHHA BYMUTENIB Ta AiTeH, OTPUMAHI 3
AOTPUMAHHAM NPUHLMNY MiHIMaNbHUX IHTEPE'.

HenranexHe nosodierna 3 yugposumu Mamepianamu y nepiui 48 200un Mo2ao 6 3Hu-
wumu dokazosy Uinricme gideozanucis.

1.2.2. 3n04unHM NpOTH CBOGOAM: BUKPAAEHHA
Ta He3aKOHHEe N030aBNEHHA BOAi

BukpaaeHHs yKpaiHCbKMX aitei Pocilicbkolo Menepauicio BinbyBaETbCs Y KinbKoOX
dopmax: 3axonneHHs nig Yac GinbTpauitHUX Npouenyp; BiloKpemneHHs Big 6atbkie abo
ONiKyHiB/OK; «eBakyauis» 6e3 3rogm 6aTbkie abo NpaBoOBUX NPeaCTaBHUKIB/LUb; YTPMMAHHS
y pinbTpauinHux Tabopax abo Ha okynoBaHMX TEpUTOPIAX.

Ue BinOyBacTbCA 3 METOD 3MiHW YCBIAOMNEHHS AiTbMW BAACHOT HALIOHAABHOI iaeH-
TUYHOCTI T NPUHANEXHOCTI, @ MiNITapu3aUig OCBITM K A03BIANA CNPAMOBAHA HA NOAANbLUE BH-
KOPWUCTaHHS 3MiHW HALIOHANbHOI CBIAOMOCTI fiTel AN NepeTBOPEHHA iX He TiNbKW HA npea-
CTaBHMKIB iHLLOI HALIOHAAbHOI IPyMK, ane W Ha oMHULI 36POAHUX CUA AepXaBU-arpecopa,
3a0X04YeHHA 40 Pi3UYHOIrO 3HULLEHHA NPEACTABHMKIB IXHbOI BAACHOT HALIOHANbHOT MPynu.

1.2.3. lenopTauia Ta npuMycoBe nepeMillleHHn aiTei

KpuMiHanbHo-npaBoBa ocHoBa: cT. 438 KK Ykpainu, cT. 8(2)(a){vii) PUMCbKoro ctatyTy
MKC, cT. 49 XeHeBcbKoi KoHBeHLT [V,

HenopTauia aited € oaHKUM i3 HabIAbLW 33A0KYMEHTOBAHMX 310YUHIB NOBHOMACLL-
TabHOro BTOprHeHHA. BoHa z24iMcHIOBanNaca y AeKinbkox ¢opmax, 30KpeMa: npuMycoea
«eBaKyalif» 3 OKyNOBaHUX TEPUTOPIN Ta 30H DOMOBUX AiH; BUBE3EHHS AITER-CUPIT Ta Ai-
Tei, no3baeneHnx BaTbKIBCEKOro NiKAYBAHHSA, 3 IHCTUTYUIMHMX 3aKnaaie; opraHisauia Tak

15 https;//zakon.rada.gov.ua/laws/show/995_199#Text
& https;//zakon.rada.gov.ua/laws/show/995_588#Text
7 https;//zakon.rada.gov.ua/laws/show/995_154#Text
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3BaHWUX «03L0pPOBUYMX TAOOPIB» abo «KaHiKyA», WO GaKTUYHO NEepeTBOPUAUCA HA MEXAHI3M
TpuBanoro abo NOCTiIMHOIo YTPMMAaHHA; NepeaaYa AiTel A0 NPUAOMHUX CiMel abo yCTaHOB
Ha TepuTopii Pocii Ta binopyci.

KnouoBumMu pkepenamu OSINT ana BOKYMEHTYBAHHA LMX 3N104MHIB €:

- nybnivHi 3asBM BULLOMO MOAITUYHOIO KEPiBHMUTBA, 30KPEMA LOAO NPOrpaM «3a-
XUCTY» AiTen;

- nybnikauii y couianbHMx Mepexax ocib, aki npurmatotb abo onikyloTbca AenopTo-
BaHUMMU AiTbMU;

- ohiLiiHi Ta HeodiUiliHI calTh CyKO YCUHOBNEHHR;

- MaTepianu pociicbkux 3acobiB MacoBoi iHQOpMaLIi; a TaKOX peecTpu AiTel, Wo
BEAYTbCA TAKMMM opraHizauiamu, ak TRACE Ukraine Ta MixxHapogHWH KOMiTeT YepBoHOro
XpecTa.

1.2.4. Topriena AiTbMH, HE3aKOHHE YCHHOBAEHHA
Ta iHwi ¢popmMu exkcnayartauii

OAHUMU 3 OCHOBHKUX GOPM eKCNAYATaWIT AITEN, AKI NOCTPAXKAANN Big TOprieni Noab-
MU, Wo BUKOpUCTOBYE Pociicbka Penepauis, €:

- yci GOpMU CEKCYaNbHOI eKcnayaTauii;

— BUKOPUCTAHHA B NOPHODI3HECH;

— He3aKOHHe YCUHOBAEHHS (YAOUEPIHHSA);

— BUKOPUCTAHHA Y 30poitHUX KOHDNIKTaxX Ta iHWI opMK TOPriBAI AiTbMAU.

MNpakTMKM BUKpaaeHHS | HE3aKOHHOI nepenadvi YKpalHCbKUMX AiTeH Ta 1X BHMKOpU-
CTaHHA (30KpeMa B 3a3HAYEHMUX 310YMHAX) HAOYNM CUCTEMHOIO XapakTepy W OXOMMIoWTh
WWPOKUIA CNEKTP AiW, CNPAMOBAHMWX, 30KPEMA, Ha 3MiHY IXHbOIO NPaBOBOrO Ta 0COOUCTOrO
CTaTyCy, 30KpeMa, 3MiHy 0CODUCTUX AaHUX HiTeH, NPUCBOEHHS TM HOBUX iMEH Ta Npi3BuLL,
HabyTTa HUMU POCIACHKOrO rPOMAAAHCTBA, @ TAKOX Nepeaavy A0 NPUHOMHUX ciMer 6e3
AOTPUMAHHA HOPM MIXXHapPOAHOrO NpPaBa.

JOKYMEHTYBaHHA UMX 310MMHIB € 0CODNMBO CKNAAHMM Yepes; 3MiHY ineHTUgIKaLIN-
HUX AAHUX AUTUHM; BIACYTHICTb AOCTYNY A0 IHPOPMALIT HA OKYNOBaHMX TEPUTOPIAX; CKNAZHICTD
BCTAHOB/IEHHS NEPBMHHOTO CTATYCY AMTUHM (30KPeMa, HAABHOCTI DATbKIB Ta POAMHHUX 3BA3KIB).

HaasenuaiHO BaXaAMBOIO € CNiBNpaus 3 6asamMu AaHUX 3 NOWYKY AiTeN, 30Kpema 3
nnatopmoio «IUTMHA BpATOBaHA», a TAKOXK i3 peecTpamn YepBoHoro Xpecta Ta MixHa-
POAHOI CNYXOM PO3WYKY, OCKIABbKK Ui PECYPCHU aKyMYNIOIOTb | BepU@ikyloTb AaHi NPO 3HK-
KNMX, AenopToBaHux abo eBakyHoBaHWUX ocib, ocobnuBo B yMOBax BilHKW. Taka cniBnpaus
DO3BONAE:

- YHUKHYTH Xaocy: LleHTpanizoBaHui ob6MiH iHpopMauicio 3anobirac aybnoBaHH
3YCUIb PiI3HUMM BOAOHTEPCHKMMU YW ASPKABHUMM FPYNaMU Ta MiHIMi3yE pU3MK NOWMPEH-
HA ¢devikie.

- lenAKKMA nowyk 36iriB: ABTOMaTM30BaHI cUCTeMU Ta NpodeciMHi NoWwyKoBi an-
rOPUTMMW 343THI WBKAKO 3ICTaBUTU AaHi (poTorpadii, 06CTaBUHU 3HUKHEHHRA, NPUKMETH) 3
pi3HUX Dxepen.

- 3axucT npae AiteR: baza «[IMTWHA BpATOBaHA» KOOPAMHYE 3YCUNNS AEPXKABHUX
OPraHiB ANA pO3WYKY AiTer Ta AOKYMEHTYBAHHA 3MI0YMHIB, NOBA3aHUX i3 X AenopTallici.

- MibkxHapoaAHMM MacwiTab: MixHapoaHa cnyxba nowyky 1a YepBoHUH XpecT MaloTb
PO3ranyXeHy MEpPEeXY 33 MeXaMu YKpaiHU, WO KPUTUHHO BAXKAMBO ANA NOWYKY ARASH, AKMX
NPUMYCOBO BMBE3/U 33 KOPAOH.
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1.2.5. CekcyanbHe HAaCMALCTBO CTOCOBHO AiTeH, NOBA3aHe

i3 36poiHolo arpecicio Pociiicbkoi Pepepauii npotn YkpaiHu

Baxnueo!

BignogiaHo Ao 3Y «Mpo npaBoBUH i couianbHUM 3aXUCT OCID, NoCcTpaxaanux Big
CeKCYanbHOro HACUAbLCTBA, NOBA3aHOrO i3 36poiiHol0 arpecield Pocificbkoi Meaepauii npo-
TM YKpaiHK, Ta HaAaHHSA iM HEBIAKNAAHWX MPOMDKHUX penapauii»!® cekcyanbHe Hacunb-
CTBO, NOBA3aHe i3 30porHOI arpecicto Pociliicbkoi Meaepauii npotn YkpaiHu, — cekcyanbHe
HACUNBLCTBO, CKOEHE NPOTH Oyab-sKoi 0cobM y 383Ky i3 36poliHolo arpecielo Pociicbkoi
®enepauii npotn YkpaiHv nounHawun 3 20 motoro 2014 poky, BKAKYAKUM 3rBAATYBaH-
HA, NPUMYCOBY BAariTHICTb, NPUMYCOBY CTEPUAI3aLIiD, NPUMYCOBUI abopT, NPUMYLIYBAHHS
A0 33NHATTA NPOCTUTYLIEIN, CEKCYaAbHY eKCNAYaTaLio, NPUMYLWYBAHHA A0 CTAaTEBOro akTy
3 TpeTbold 0Co60I0, NPUMYLUYBAHHS A0 CNOMALAHHA CTATEBOrO aKTy, CEKCyanbHe pabCTBeo,
TOPriBNI0 NIDABMU 3 METOK CEKCYanbHOI ekcnayaTauii, npuMycoee oDpi3aHHsA, NpUMYCOBY
KacTpauito, kaniureo abo BUMHEHHS HACMNBHULLKMX AiM Ha[ CTaTEBUMU OPraHaMM, NpUMy-
COBE Oro/IEHHS CEKCYaNbHOro XapakTepy, byab-aKy iHWy ¢opMy CeKCyanbHOrO HAaCUALCTBA,
a TAKOX MOrpo3u Ta cnpobu HOro BYMHEHHA.

KpUMiHanbHO-NpaBoBa OCHOBA: CEKCYaNlbHe HACMABLCTBO LLOAO AITel OXOMAKETHCS
NOHATTAM «NOPYLWEHHS 3aKOHIB | 3BMYAIB BiHK» | MOXe OyTH KBanigikoBaHo 3a ¢T. 438 KK
YkpaiHv 3 000BA3KOBUM YpaxyBaHHSM MOAOKEHb MiXXHAPOAHOIO NyMaHITapHOrO NpaBea, y
T4, €T 8(2)(b)(xxii) Ta cT. 7(1){(g) Pumcbkoro ctatyty MKC,

Baxnueo!

B ymMoBax BiiiHW NowmMpeHi pi3Hi GopMU CcekCyanbHOMro HACMALCTBA | BOHWU He obMe-
XKYKOTBCS TINbKK 3rBAATYBAHHSAM.

Tak, y MixxHapoaHOoMy NpoToKoANi'® 3a3HaYal0Tbca HACTYMNHI HalnowKupeHiwi ¢popmMu
CEKCYanbHOro HAaCMAbCTBA, Nepenik AKMX He € BUYepnHWUM: 3rBanTyBaHHM, 30KpeMa Bari-
HafbHe Ta aHanbHe NPOHUKHEHHN YacTUHOW Tina abo obekToM, abo opanbHe NPOHUKHEH-
HQ CTaTEBMM OPraHOM 9K NOPYLUHMKA, TAK | XepTBW; Norpo3un Ta cnpodu Byab-akoi popmu
3rBanTyBaHHA abo norpo3un Ta cNpodbu IHWKX CeKCyanbHUX HANaAaie; KaniuTBo XiHOYMX re-
HiTanir, 30KpemMa Kaniuteo nixeu,CTateBux ryd, KNitopa, KaniuTeo rpyaemr Ta cockis, Kaniureo
abo BiACIKAHHA YONOBIYMX reHiTanii, abo iHWi TUNKM HACMABCTBA NPOTU CTAaTEBMX OpraHie;
cekcyanbHe pabcTeo, 230KkpeMa wnwbHe pabcteo abo nosawnwbHe CNIBXUTTA; CeKcyanbHe
KaTYBaHHS, 30KpEMa YPaXXeHHS reHiTanin enekTpuYHUM CTpyMoM abo CTUCKaHHA Cockie, abo
NPMMYC AMBWUTUCA HA CEKCYaNbHY Hapyry Haf NapTHEPOM YU AUTUHOK; NPUMYCOBA NPOCTK-
TYLIN; NPUMYCOBA BariTHICTb, MPUMYCOBA CTepMAizaLia Ta NnpuMycoeur abopT; npumycoee
OrONEHHHA TOLLO.

Knio4oBMMKU BMKAKMKAMK Y poDOTI 31 cnpaBaMKu CeKCyanbHOMo HaCcWALCTBA, MOBY3a-
HOro 2i 30poiHok arpeciets Pociicekoi Qenepauii npotu Ykpainu (aani — CHIK) ctocoeHo
aiten, e:

— MiHIMi3aLia KINbKOCTI IHTEPB'Io Ta AOMNUTIB — CTAHAAPT OAHOIO IHTEPE'ID;

18 https;//zakon.rada.gov.ua/laws/show/4067-20#Text
¥ https//nmc-vfpo.gov.ua/wp-content/uploads/2022/05/mizhnarodnyj-protokol-iz-dokumentuvann-
ya-ta-rozsliduvannya-seksualnogo-nasylstva-v-konflikti-2017 _compressed.pdf
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—- NCUXOAOTIYHUI CYNPOBIL (3 YpaxysaHHaM subopy OumuHow cmami ncixonoza) Ha
BCiX eTanax B3aeMoail 3 ANTUHOID;

- CTAHAAPTM MEAUYHOrO OrAsAy Ta AOKYMEeHTYBaHHS, po3pobneHi BOO3;

- abconoTHa KOHPIASHUIMHICTE — PO3ronowWeHHn iaeHTUQIKYIOUMX AAHUX MOXe
3HULLMTH CNPABY.

Baxnueo!

Mybnikauin abo nowunpeHHa Oyap-akoi iHdopMauii, Wwo Moxe ineHTUdIiKyBaTU AMN-
THHY, IKa NOCTPAXKAANA Bif CEKCYAAbHOMO HACHABLTBA, € KPUMIHANBHUM 310YMHOM 33 CT. 6
3aKoHy YkpaiHu «[1po 3aXMCT NEPCOHAAbHMX AAHUX» Ta MOXKE NPU3BECTU A0 3aKPUTTA KPK-
MiIHaNbHOTO NPOBAAXKEHHA Yepe3 HeMMKNBICTb OTPUMATH CBIAYSHHA Big AMTUHM.

1.2.6. BukopMcTaHHa aiTeil y nponaraHai
Ta iHdpopmMauiiHa ekcnayartauia

KpuMiHanbHo-npaBoBa ocHoea: cT. 438, 149 KK Ykpainu; cT. 8(2)(b)(xxvi) PUMCbKO-
ro cTaTyty (eepbyBaHHA Ta BMKOPUCTAHHSA AiTeR y 30porHMX cunax). BukopucTtaHHs aiteit
y nponaraHai nepeabayae ix 3MOMKY Y BigeoMaTepianax, Wo BUNPaABLOBYHOTE OKyNaLiko;
3aNYYEHHS A0 KYPOYUCTUX» 3aXOAIB 3 HArOAM HATOPOAXKEHHN Ta BLIAHYBAHHS BIMCbKOBMX;
npuMyc Ao NyBAiYHKUX 3aa8 abo «AKCTiB» HA NIATPUMKY OKyNauiiHol Bnagu.

Baxamso: cami Bigeo3anucu abo nydaikauii 3 AUTMHOW, WO BMKOPUCTOBYIOTHCA Y
nponaradAi, € NOTEHUIAHUMK AOKA3aMU 3A0HUHY, OAHAK TX NOWUPEHHA NS «BUKPUTTS» 3a-
BopoHeHO - Ue Npu3Beae A0 NOBTOPHOI TpaBMAaTU3aLiT AUTUHM Ta MoXe No3baBWUTU MaTe-
pianu Ao0KazoBoi CUAN.

1.3. Mcuxonoriuni acnektu po6otm 3 iHdopmMauicto
npo Aite 1a 3 AiTbMH

1.3.1. MNMpm BUKpaaeHHi AMTHHK Ta\ab0 HE3aKOHHOMY no3baBneHHi BOAi

Poznyka AUTMHUW 3 BAMZBKUM AOPOCAIMM B YMOBAX 3arpo3v € OAHMM 3 HAMTSDKUMX
NCUMXONOriYHUX nepexueadb. fith go 5 pokis ocobnueo spaznuei Yepes HecdhopMoBaHi
KOTHITUBHI MeXaHi3MKW AN OCMUCNEHHS CUTyaUil.

AiTn, aki nporwnu Yepesz ¢inbTpauiiHi NpoueaypH, HacTo AEMOHCTPYOTb: KparHe
MOBYAHHA Ta iHribiLi0 («3aBMUPAHHAR), MINEePNUALHICTE | OpieHTaUiAHI peakuii Ha HOBI CTK-
MYAK, pErpecuBHY NOBEAIHKY (HETPMMAHHA CeYi, CMOKTaHHA NanbLg Y AiTeN CTapLIoro Biky),
AUCOUIATUBHI €Ni30aK, 9K 3aXUCHY peakL,ilo HepBOBOI CUCTEMMU.

Ana ¢paxiBua Ta paxiBuMHI, AKi NPOBOAATL ONUTYBAHHA: AUTHHA MOXE AEMOHCTPYBa-
TW NiABULLEHY KOHDOPMHICTE Y BIANOBIAAX, NparHEHHA BIANOBIAATH AYMKAM | OYiKYBAHHAM
DOPOCAUX, WO MOXe BYTU HACNTAKOM NEPEXMTOro AOCBIAY Ta afaNTUBHOIO peakL i€l Ha Ne-
peXUTUH CTpec i BTPaTy NoYyTTa Be3neku. i 4ac oNUTYBaHHS BAaXNMBO BUKOPUCTOBYBATH
BIAKPUTI 3aNUTaHHS, YHUKATW TUCKY Ta HADABATU AMTUHI LOCTATHBLO Yacy A9 BiANOBIAI.
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1.3.2.Mpu aenopTalii Ta npUMYCOBOMY nepeMillleHHi AiTen

MpuMycoBa 3MiHa MOBH, IMEHI, KYNIBTYPHOTO CEpeAOBULLA Ta TPOMAASHCTBA 3aBAAE
nNpsaMoro yoapy no GopMyBaHHIQ HALIOHAAbHOI i AEHTUYHOCTI.

LiTn, nepeMilweHi Ha BOPOXiA TepUTOPIi, MOXYTb AEMOHCTPYBATU 30BHIWHIO afan-
TaLilo Ta HaBiTb MO3UTUBHE CTABNEHHS A0 HOBUX Piryp AOpOoCamnX, WO Moxe OyTH NposBoM
A0anTauifHOro MexaHiamy BUXKMBaHHA. [1pu noBepHEHHI B YKpaiHy BOHU MOXYTb Bia4yBaTH
NPOBUHY, NAYTAHUHY NOANBHOCTI Ta TPYAHOWI peiHTerpawii.

Ana paxieua Ta paxieumHi, AKi NPOBOAATL ONHTYBAHHA: i 4aC AOKYMEeHTYBaHHS
3aaB HeoOXigHO 3any4yaTn NCUXONOTa/TUHIO, IKMIA/AKA 3AINCHIOE OLIHKY KOHTEKCTY ANs AM-
depeHuiaui’ BUMYLWEHOI aganTauii Big CNpaBXHiX NepeKoHaHb.

1.3.3. lMpm BUKOpUCTaHHI Y NnponaraHai

MNpuMycoBe 2anydeHHa AiTeH A0 NPONAaraHAUCTCBKOI AiSNbHOCTI € POPMOKD NCUXONO-
riYHOro HACMNBLCTBA, IKe CNPAMOBaHe Ha NepedopMaTyBaHHA CUCTEMU LIHHOCTEN, NOYYTTA
IAEHTUYHOCTI Ta rpyNnoBOi NPUHANEXHOCTI AUTHHM.

Ana ¢axisua Ta ¢gaxieumHi, AKi NpoeoAATL ONUTYBaHHA: [1ig 4ac AOKYMEHTYBaHHA
CN1ip, NaM’aTaTH, Wo AMTUHA MOXeE Bif4yBaTW OAHOYACHO COPOM 3a Y4acTb, CTPaxX Nepef Ha-
cniakamu po2noeigi Ta NAYTaHMHY, SKLWO BHACNIAOK AUCoLiaLi He naMaTae AeTanei Nogin.
Lle ycknagHwe npolec BiAHOBNEHHS | BUMAarae cneuianizoBaHol NCUXoNOriyHol NiATPUMKHK.

1.3.4.Mpwn CHINK

CHMK € oaHuM i3 HabinbL TpaBMATU3YIOUMX 3NOUYUHIB | OAHMM i3 HANCKNAAHILUMX
ANS AOKYMEHTYBaHHS. KNKYOBOIO BUMOrOK B ONUTYBAHHI AiTEN € CTAHAAPT OAHOTO iHTepB'Io,
OCKiNbKW NOBTOPHE BiATBOPEHHA TPaBMaTUMUHUX CNoOragie Moxe amiuHwsatu [TCP-peak-
Liro. [Ncuxonor/ncuxonornHa MatoTe OYTH NPUCYTHIMKA Ha BCiX eTanax B3aeMOAIl 3 AUTUHOIO.

Ana Ppaxisua Ta paxiBumHi, AKi npoBOAATL ONMTYBAHHA: [1ia 4ac ONUTYBaHHA AiTER,
AKi NEPEXMUNN CeKCcyanbHe HAacUBCTBO, 0CODMUBOro 3HavYeHHA HabyBae CTBOpeHHA NCUXo-
nori4yHo HesneyvHoro cepenoBULLA.

BoaHo4ac BU3HAYANbHUM KPUTEPIEM MAE 3aMULLATMCA iHAMBIAYaNbHe BiavyTTa De3-
neku caMmoi AUTUHU. TaKOX BAXNMBO NAaMATATH, WO 30BHILWHBO CNOKIAHA NOBEAIHKA, BiACYT-
HiCTb Nnavy abo eMOLIRHO CTPUMAHA PO3NOBiAb HE BUKAKOHAKOTb BAXKUX NCUXONOTIHHMX
HaCNiAKiB NepPeXUTOro HacUNbCTBa.

Baxnueo!

HeobxigHo BpaxoeyBaTh NoBaxaHHA AMTUHK WOAO CTaTi ocobu, ska Byae npoeoaun-
T i onuTyBaHHA abo 3AIMCHIOBATU NCUXONOrIYHUK CynpoBig,.

A Npu ONWUTYBaHHI CNiA 3BEPTATH YBAry Ha NOBEAIHKY AUTHHM, LLLO TAKOX MOXe ByTK
NiATBE PAXKEHHAM:

- Yy AiTei Ao 5 pokiB: HETMNOBI 3HAHHA NPO CeKc, cTpax abo copoM Tina;

- ¥ 5-9 pokiB: YHUKHEHHA A0TUKIB, perpecMBHa NOBEAIHKA, arpecia A0 OAHONITKIB
NPOTUAEXHOI CTaTi;
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- y9-13 pokiB: i30n4Ui4, aKUSHT Ha CeKCYanbHOMY 3MiCTi, CeKCYani3oBaHa NoBeAiH-
Ka WOoAO0 iHWKX;

-y 13-18 pokiB: AeCTpPYKTMBHA NOBEAiHKa, BiAMOBa Bif, OyAb-SKMX PO3MOB Npo
CTOCYHKMW.

1.3.5. MNMpwm Toprieni aiTbMK Ta iHWKMX PopMax ekecnayaTauii

OuTuHa, aka nocTpaxpana Bia Toprieai AwogbMu abo iHWKMX dopMm ekcnayaTauii
(y ToMy umncni il He3akOHHOI nepepavi) Moxe AEMOHCTPYBATH NOANbLHICTL A0 0cobu, gka
34iACHIOBaNa KOHTponb abo ekcnayartauil, BUNPaBAOBYBATM ii Aii YM 3anepevyBatu akT
3aBAaHOT WKoan. Taki peakuii MOXyTb 6YTH HAaCNiAKOM TPaBMaTMYHOI NPUBA3AHOCTI, CTPAXY,
3aNEXHOCTI b0 TPMBANOIO NCUXONOTIYHOTO BMAUBY.

Ana Ppaxiena Ta PpaxieunHi, AKi NpoBOAATL ONUTYBAHHA: [1i4 4aC ONUTYBAHHA BaX-
NNBO YHUKATW 3BUHYBAYYBAHWUX POPMYAOBAHDb Ta HE IHTEpPNpeTyBaTH TaKi BUCAOBAIOBAHHSA
SK HebaxaHHa cniBnpauloBati. HeobxigHo namMsTaTH, WO BiACYTHICTb Y AWTMHMU YCBIAOM-
neHHAa cebe sK nocTpaxaanoi 0cobu He BUKAYAE pakTy ekcnayaTauii.
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PO34I/1 2. KoHDiAEHUINHICTD
iHpOopmMauii npo piten

2.1. MpuHumMn HalKpalwmx iHTepecis AUTHHM

MpuHuMn Halkpawmx iHTepeciB anTMHu (best interests of the child), 3akpinnenui y
1. 3 KoneHuii OOH npo npaea autuHu 1989 p.1a cT. 7 3akoHy YKpaiuu «[1po oxopoHy an-
TMHCTBa»?® 2001 p., € HAPIKHUM KaMEeHeM YCiX PillieHb, WO CTOCYHOTLCA AMTUHN. Y KOHTEKCTI
KPUMiHANbHUX NPOBALXKEHD NPO BOEHHI 3N0YMHU BiH O3HAYAE:

- npiopuTeT 6e3nekn Ta NCUXONOTIYHOro BAAroNoAYYYS AUTUHM Nepeq notpedamu
CniacTBa;

- 060BA3KOBICTb IHAMBIAYANbHOT OLLIHKW PU3MKIB 4151 KOXXHOT KOHKPETHOT AUTUHU;

- HeobXigHiCTb 3any4YeHHs $paxiBuiB 3 NCUXONOTIYHOI NIATPMMKK;

- NPaBO AWTUHKW OYTU NOUYTOIKD Y BCiX PilLEHHAX, WO ii CTOCYIOTbCA (BiANOBiAHO A0
piBHA PO3BUTKY).

Uei npuHUMn He o3HavaE, Wwo 30ip AOKa3iB HEMOXAUBUI abo WO AUTUHA He MOoXe
6paTh y4acTb y NPOBaAXKEHHI — BiH 03HAYaE, WO Takuid 36ip Ta y4acTb MakoTb 6yTH opraHizo-
BaHi TAKUM YUHOM, W06 MIHIMI3YBaTH WIKOAY ANA AUTHUHW.

2.2. Yytamsi nepcoHanbHi AaHi AUTUHU

BignogiaHo A0 3akoHy Ykpainu «[1po 3axucT nepcoHanbHuX gaHux» (2010)%, nepco-
HaNbHUMKU AAHUMKM € ByAb-aKa iHbopMaLis, WO CToCYeTbCa dizndHOT ocobu Ta A03BOAAE 1T
ineHTUdiKyBaTH. [lo YYTAMBMX NEPCOHANBHUX AAHMX, WO NOTPebyoTb NOCUNEHOTO 3aXUCTY,
Hanexartb:

Kateropia panux Mpuknagm PieeHb 3axucTy

|aeHTHdIKaUIAHI paHi IM'a, Npi3eULLe, AaTa Ta Micle Hapoa- CyBopo obmexeHui
JKEHH$, HOMEPH AOKYMEHTIB [ocryn

JlaHi npo cTaH 2p0poEA Meaun4Hi BUCHOBKM, pe3ynbTaT obcre- | MakcumanbHO 3axuile-
*€Hb, ONWUC TPAaBM HW#

JlaHi npo cekcyanbHe Ha- | byab-aka iHpopmauia npo $akT, xa- ABconoTHO KOHDIaEH-

CUNbCTBO pakTep abo obcraeuHm WiAHI

MdotorpadiyHi/eigeomare- | PoTo Ta Bigeo, WO 306paxaoTb AMTH- | CyBopo oBMexeHui

pianu Hy, 0COBAMBO Y CTaHI TpaBMU [ocryn

BipomocTi npo micuesHa- | AApeca NpoXUBaHHA/NepexoByBaHHA | MakCMManbHO 3axuule-

XOKEHHA AWTWHW Ta Ti pOAHHHK HWHA

IHdbopmauia npo poaunHi | fladi npo batbkie, bpartis/cectep,ixHe | CyBopo obMexeHuit

3B93KK MICLLE3HAXOAXKEHHA [ocryn

Mokasu (noacHeHHA) au- 3MicT nokasie (NoAcHeHb), ayaio/Bige- | MakcMmanbHo 3axuie-

THUHU 03anucu JonuTie HUM

¥ https;//zakonrada.gov.ua/laws/show/2402-14#Text
1 https.//zakon.rada.gov.ua/laws/show/2297-17#Text
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2.3. Pusnku posronoweHHsn KkoudiaeHuinvoi iHpopmauii

Hacniaku HecaHKUiOHOBAHOMO po3ronoLeHHs iHgopmMauil Npo NOCTpaxaany AUTUHY
abo AUTUHY-CBIAKA MOXYTb OYTH HEBMNPABHUMM.

2.3.1. be3nekoBi pH3uKH

AKIWO OCOOM, NPUYETHI A0 3N0UYUHY, Ai3HAIOTBCA NPO MICLE3HAXOMKEHHA AUTHHM, Xa-
pakTep ii nokasaHb ab0 piBeHb NOIHOPMOBAHOCTI — AUTUHA i iT pOAMHA ONUHAKTLCA ¥ He3-
nocepeaHin Hebesneui. e 0cobnnBo akTyanbHO, KOAM KPUBAHUKK BCE We nepebyBaloTb Ha
BONi a0 MaKTb AOCTYN A0 MEPEX BNAUBY.

Y cnpaBax woao TOPrieai AiTbMM HeobXigHO TAaKOX BPAaxXOBYBAaTH, WO KPWUBAHHWKM
MOXYTb 30epiraT NCMXOAOTIYHWIA BNAMB HA AMTUHY HABITb NicNA 11 Gi3MYHOrO 3BiAbHEHHA.
MobooBaHHA NoMcTH Wopao cebe abo YneHie CiMT YacTo BNAMBAKGTL HA FOTOBHICTb AUTUHM
CNiBNPaWoOBaTH 3i CNiACTBOM. ToMy Oyab-5Ki pilUeHHS WOoAO NOWWpPeHHs iHpopMauii MaKoTb
NPUIHMATUCA 3 YPaXyBaHHAM He avwe Gi3nyHOT, a I NCUXONOTIYHOT DE3NeKN AUTUHM.

2.3.2. PerpaBMatu3auin

MybniuHe obroBopeHHa obcTaBUH 3n0uMHY — y 3MI, couianbHUX Mepexax abo ce-
pea, KoAer — MoXe CTaTh NMPUYUHOK peTpaBMaTh3alii AMTUHW. HeKOHTponboBaHe NOBTOPHE
HaragyBaHHA Npo TPAaBMATUYHI NOAIT 34aTHE aKTyaniayBaTW TpaBMaTH4HI CNOTranu, NoCK-
NOBATH CUMMTOMMU NOCTTPABMATHYHOIO CTPeCY Ta YCKAAAHIOBATH Npouec NCUXOAOTIYHOro
BiZLHOBNEHHA.

OcobauBoi obepexxHocTi noTpebye nowupeHHs iHbopMaLii CTOCOBHO AiTeM, SKi ne-
peXMnAn cekcyanbHe HaCUAbCTBO, TOPTiBAK NioabMKU abo iHWi GopMKu ekcnayaTauii, OCKiNbky
Taki 4ii MOXYTb NOCHAOBATH NOYYTTA COPOMY, MPOBMHU Ta BTPaTH BiauyTTa Desneku.

2.3.3. IOpuAHYHI pU3HKM ANA NPOBALKEHHA

PozronoweHHa TaeMHMLI cnigcTea, iHpopMaLil Npo y4acHUKIB Ta y4acHULUb NpoBa-
DxeHHa abo MaTepianie cnpaeu 40 CYA0BOro po3rnaay Moxe: Npu3BecTi A0 BUSHAHHA A0-
Kazig HegonycTMMUMK (cT. 87 KIK YkpaiHu)?2; yHEMOXAUBUTHM OTPUMAHHA HOBUX MNOKa3aHb
Bif, AUTMHM; CTATH NIACTABOIO AN OCKAPXKEHHA BMPOKY 3aXUCHUKOM.

2.4. AHoHiMi3auia Ta nceBAoOHIMI3aLin

AHOHIMI3aUIA — Le HE3BOPOTHE BUAANEHHA aD0 NepeTBOPEHHSN BCiX iAeHTUPIKYIOUMX
€NEMEHTIB TAKUM YMHOM, WO ocoba He MoxXe ByTH iaeHTUdIKoBaHA.

llcegdonimizatlisa — 3aMiHa 1AEHTUDIKYIOUUX AAHUX YMOBHMMU NO3HAYEHHAMU (Koaa-
MU) NpU 30epexXeHHi y 3axmIWeHoOMyY MICLI KAKYa BiaNoBIgHOCTI.

MNpakTU4HI BUMOMM A0 aHOHIMI3aLIi ¥ AOKYMeHTax Ta NybaiyHux MaTepianax:

1. 3aMiHWUTM iM% Ta Npi3BULLE HA iHiLianK abo yMOBHE NO3HAYeHHA (Hanp., «AMTUHA
X», «H.», «anuTuHa, 10 p.»).

2 httpsy//zakon.rada.gov.ua/laws/show/4651-17 #Text
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2. Bukountu abo 3aMackyBaTi reorpadivHi aaHi, Wo MoOXyTb igeHTUdiKyBaTH Mic-
Le NPOXWBaHHA abo nepebyBaHHA.

3. Poamutn abo BukalounTH otorpadii, Bigeo, a Takox Oyab-aKi ¢isuyHi 03HaKMK,
WO A03BONAIOTL iAeHTUDIKYBATH OCODY.

4. Bupanutn abo y3aranbHUTH AaTH Ta YaCOBI NO3HAYKM, SKWO BOHM € iaeHTUdiKy-
KOUYUMU.

5. lNepeBipWTH TEKCT HA HASABHICTb NPUXOBAHUX IAEHTUQIKATOPIB (XapakKTepHi aeTa-
Ni ONWUCIB, 3raakn poamnyie TOLLO).

2.5. MecuxonoriyHnin acnekT KoHdiaeHUinHOCTI

KoHdiaeHUIRHICTE ¥ poboTi 2 AiTeMu, AKi Nepexunn abo cTanu ceigkaMu BOEHHOMO
3M104MHY, Ma€ rMUBOKe NCUXoNoriYyHe 3HAYEHHS.

Ak 3azHa4eHo y aocnigpkernHax UNICEF (2023) ta Paau €sponu (2021)%, BiadyTTa
KOHTPOAID HAf BNACHOK XMUTTEBOK ICTOPIEKD € KNOYOBMM (HaKTOPOM BIAHOBAEHHA MNichs
TpaemMu. JocnigkeHHs TpaBMaTUHHOMO AOCBIAY AEMOHCTPYIOTh, O BTPATA KOHTPOAIO € LEH-
TpanbHUM 9APOM NCUXOTPABMU, & NOBTOPHI NOPYLUEHHS KOHPIASHWIMHOCTI 11 NOCUAKKTD.

2.5.1 KoHpiaeHUiHHICTbL AK GaKTOp NCUXOAOTIUHOT 6€3NeKH AUTUHH

[na aMTUHU po3ronowerHs iHdbopmauil Npo Hei 03Havac:
— BTPaTYy KOHTPONIO HaA, BAACHUM A0CBIAOM;

- NOCUAEHHS NOYYTTSH 0€3NOPanHOCTI;

- BTpaTy A0BipK A0 cebe Ta OTOUYIOUOro CepenoBmLa.

2.5.2. Mcuxonoriyie 6aaronoayuus AUTUHU OLIHIOETBCA 3a TPbOMA PIBHAMU

(1) piBeHb Ge3nekn — cybDekTMBHe BIAYYTT AUTMHOK ©i3MYHOT Ta NCUXONOTiYHOT
3aXMULEHOCTI: BIACYTHICT CMMMNTOMIB FOCTPOro cTpecoeoro posnaay (ICP), amcouiaTUBHMX
€ni30AiB Ta CYiUMAANBHOMO PU3MKY;

(2) piBeHb PYHKUiOHYBaHHA — 30epexeHa 30aTHICTb AMTUHU A0 BIKOBOrO yHKLi0-
HYBaHHA Y KNHYOBUX cPepax: couianbHa B3aEMOA|S, HABYAHHSA Ta Ni3HaBasbHA AiANbHICTD,
rpa (ana Monoalwunx Aiten), 6azosa eMoUiiHa peryasuin;

(3) piBeHb pe3MALEHTHOCTI Ta PO3BUTKY — 3AATHICTb AUTUHM A0 NO3UTMBHOI afanTa-
Lii Ta BIKOBOrO PO3BUTKY NONPKU NEPEXMTUA TPABMATUYHWUI A0CBIA; BIACYTHICTE XPOHIYHOIO
NTCP, TpMBOXHMX | AenpecMBHUX po3AagiB 9K HeobXigHa, ane HeaoCTaTHA YMOBa — Nopag,
i3 HAaABHICTIO OCODUCTICHUX | coLianbHUX pecypciB.

(Kepisruumeso MIIK 3 ncuxiuHo20 300p089 ma ncuxocouianbHoi nidmpumMkL 8 ymMoeax
HaOzsuyatinoi cumyauii. Mixeidomyuil nocmilinuil komimem (MIIK) (2007)%. flcuxiyne 300-
pPO8Y Ma NCUXOCOUianbHa NidMpuMKa 8 ymoeax HadzsuyaliHoi cumyauii. Xeresa: MIIK)%.

Z https//www.unicef.org/ukraine/media/43321/file/The%20summary%20report%200f%20the%205u
# https//rm.coe.int/legal-analysis-ukr-web/1680a317f5

% https;//interagencystandingcommittee.org/sites/default/files/migrated/2017-05/iasc_mhpss_
guidelines_ukrainian_0.pdf

% https:.//whocares-pss.info/wp-content/uploads/2025/01/1ASC-2011-MHPSS-in-Emergency-
Settings.-What-should-Protection-Programme-Managers-Know_in-ukr.pdf
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2.5.3. NcuxonoriyHa wkKoAaa
BiA NOpylweHHA KOHPiAeHWIHHOCTI

—- PU3UK NOBTOPHOT TpaBMaTH3aULil;

- (POPMYBaHHA TOKCMHYHOIO COPOMY Ta NOYYTTS NPOBUHKU (0COBANBO Y BUNAAKAX CEK-
CYanbHOro HaCUNbCTBA);

- BTOPUHHA BIKTUMI3aLUis Yepes3 peakLUii OTOYEHHS;

- (POpMYBAHHA HEAOBIPU A0 AOPOCAUX Ta IHCTUTYLIN;

- pu3uk po3BuTKY NTCP, aenpeCBHUX, TPUBOXHKUX, ANCOLIATUBHUX CTAHIB, COMATHY-
HUX NPOABIB.

2.5.4. OSINT 5K cneundiuHMi NCUXONOTIYHHUN PU3UK

BUKOpUCTaHHA BIAKPUTUX SKepen, HaBiTb YAaCTKOBO aHOHIMI30BaHUX, CTBOPHE YHI-
KanbHi pU3UKK:

— «BIYHICTb TPaBMU»: UUDPOBI MaTepianu He 3HMKAKTb | MOXYTb NOBTOPHO aKTUBY-
BaTW TPaBMaTUYHI CNOraau;

- BTpaTa KOHTPOAK Haf NOWMPEHHAM MaTepianie;

- iaeHTndikauia Yepes HenpaMmi 03HaKKU (0BAKMYYS, FONOC, KOHTEKCT TOLD).

Ana ¢axisua Ta paxiBuMHI, AKi NpaLoIOTb 3 AiTbMM:

lNoeefiHKOBI IHAMKATOPU AUCTPECY B 3aNEXHOCTI Bif BIKOBUX 0COBAUBOCTEN AUTUHM:

1) powkinbHMit BiKk (0-5 pokiB)

- perpecia a0 BinbL paHHiX dopM NoeeaiHKK (HETPUMAHHSA Ceyi, CMOKTaHH$ Nanbua);

- 3aM1eXHa NoBeAjiHKa, 4iNAgHHA 3a BaTbKiB, CTPaX 3aNULMTMCL HA caMoTi abo cnatu
B TEMPABI TOLLO;

- BTpaTa paHilwe HabyTux HaBUYOK;

- NOBTOPKBAHA rpa 3 eneMeHTaM1 TpaBMaTH4HOI Noaii.

2) MONOALIMIM LWIKiNbHMA BiK (6 -11 pokie)

- NOPYLWEHHA KOHUEeHTPaUil Ta YCNIWHOCTI B HABYaHHI;

- COMaTUYHI ckapri H6e3 opraHiyHMx NpU4UH (FONOBHKUH Binb, BiNb ¥ XUBOTI);

- HenepeabadyBaHi eMoLLii,

— &MariyHe MUCAEHHA», NOYYTTA NPOBUHM 3a Te, WO CTanocs.

3) nipniTkoBuit Bik (12-17 pokiB)

eKCTepHanizylya nogeaiHka (NpasonopyLleHHs, ByniHT, BXMBAHHA anNKOronto Ta Ncu-
XO0aKTUBHUX PEYOBUH);

- COLianbHa i30AALi9A Ta BIACTOPOHEHHS;

- AenpecuBHi Nposeu, NopyleHHa obpazy Tina;

- cyiumMaanbHi AYMKU Ta CAMOYLIKOAXYIOYA NOBEAIHKA.
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PO3I1/1 3. PoboTa 3 iHpopMaLi€t
Y KPUMIHAJIbHOMY NPOBAZKEHHI

3.1.Mpasosi 3acaau 06MeXeHHA
Aoctyny Ao iHdpopmauii

KpuMiHanbHe NpOBamMXeHHA B YKpalHi perynwerbca Hacamnepen KpuMiHanbHUM
npouecyanbHum koaekcoM Ykpainu (KMNK)?, CrocoBHO iHpopMaLLii Npo AiTel KNYOBUMU €
TaKi NONOKEHHS:

- (1. 222 KIK YKpaiHW — TaEMHMUA A,0CYA0BOIo po3CifyBaHHA: BiAOMOCTI, OTPUMAHI
B XOAi AOCYAOBOrO PO3CNiAYBAHHA, PO3rOACIUEHHIO HE MNignaraTe 6e3 fno3sony cnifyoro
abo npokypopa.

- (. 27 KINK - 3akpuTe Cyaose NpoBaMXKeHHA: CyA BNpaBi NPUAHATU PiLLEHHA Npo
3aKPUTHI CYAOBMIA PO3INAL, 30KpeMa Konu ue HeobxigHo ana 3abesneyeHHs 3axucTy ma-
NOMITHIX Ta HEMOBHONITHIX.

- (1. 232 KIK - Bigeo3anucu cniaumx Ain: nonuT AMTUHK, AKa € CBiakoM abo notep-
NiNUM, peKOMEHAYETLCA MPOBOAMTH i3 3aCTOCYBAHHAM Bifie03anucy Ta B cneujianbHo obnag-
HaHOMY NPUMILLESHHI.

- (1. 226 KINK - 0cobnuBoCTi A0NUTY MAnoniTHboro abo HeNOBHOAITHBOTO: 0DOBA3-
KOBa MPUCYTHICTb Nepfarora, ncuxonora abo 3akOHHOTO NPeacTaBHUKA,

3.2. QocTtyn o iHdopmauii npo AUTHHY

Hoctyn A0 NepcoHanbHWX AaHWUX AUTMHM Y paMKax KPUMIHAAbHOMO NpOBafKeHHS
NOBUHEH IPYHTYBATWUCA Ha NPUHUMNI KHEOBXiAHOMo 3HAHHA»: KOXHA ocoba OTpUMYE NuLe
Ty iHpopMaLito, aka BeanocepeaHbo HeobXigHa ANa BUKOHaHHA 1T GYHKLIA ¥ NpoBaaXeHHi:

CyGexr Pisenb pocryny O6MeKeHHa
Cnipuyi MNMoBHMIA pocTyn Ao MaTepia- HepozronoweHHs TpeTiM ocobaM; Taem-
nie cnpasu HULA cniacTea
Mpokypopw MoBHwWi pocTyn, npouecyansb- | HepozronoweHHs 6e3 caHkuii cyay
HWI1 KOHTpPOSb
Mecuxonorv Ta nc- | JlocTyn fo NCMXONOrivHOro CYBOpE AOTPUMAHHS €TMYHMX CTaHaap-
XOMIOTUHI ¥ CNpaBi npodinio Ta NOKa3aHb Tie pobOTH Ta BUMOT KPUMiHAbHOTO

npouecy Woa0 HepO3roAOWEHHS
CouianbHi npauis- | Jocrtyn po indbopmalii, Heob- | CyBope obMexeHHA nepeaaqi; AoKy-

HMKHK Ta NpaWiBHMUI | XiAHOT ANA 3aXMCTY AMTHHK MEHTYBAHHS KOXHOIO 3anuTy
MeauvHui nepco- | Joctyn no meauyHUX AaHKX Meau4Ha TaEMHKULA; Nepeaaya Avwe 33
Han JWUTHHK 33aNUTOM CNiACTEea

7 https.//whocares-pss.info/wp-content/uploads/2025/01/I1ASC-2011-MHPSS-in-Emergency-Set-
tings-What-should-Protection-Programme-Managers-Know_in-ukr.pdf
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3axXMCHUKM Ta 3a- Joctyn ao matepianis, Wo ALBOKATCbKA TAEMHHULA

XUCHULL AUTUHM CTOCYIOTLCS IHTEPECIB AUTUHU

(apBoKaT Ta agBo-

KaTKa)

CynoBo-MeanvHi Hoctyn po matepianis, He- 3bepexeHHa OTpUMaHUX MaTepianis;
eKcnepTku Ta eKkc- obOXiAHMX ANa NpoBeAeHHA NOBEePHEHHA NICNA 3aBepLUEHHA
nepTu eKkcnepTusn

Y Bunaakax Toprieai fiTbMu ocobnueoro 3axucry notpebye iHpopmauia npo Micue
nepebyBaHHS AMTUHM, CKNAL, CiM'T, HABMAIbHUIA 3aKnad, MAPWpPYTH NEepecyBaHHs Ta iHLWI
AaHi, AKi MOXYTb OYTH BUKOPUCTAHI AN BCTAHOBASHHA KOHTAKTY 3 AMTUHOK ab0 34iMCHeHHS
NOBTOPHOrQ BMAWUBY HA Hel.

3.3. 36epiraHHn marepianis npo Aitei

Yci MaTepianu KpUMIHANbHOMO NPOBaAXEHHS, O CTOCYIOTLC NOCTPAXAANOT AUTUHU
abo AMTUHKW-CBIAKA, MaKOTb 30epiraTics 3 AOTPMMAHHAM TaKUX BUMOT:

- ¢i3nyHi MaTepianu (Nnaneposi AOKYMeHTH, POTo, AMCKH) — y ceidi abo iHWoMy 3a-
XWLLEHOMY CXOBULL 3 OBMEXEHUM AOCTYNOM Ta XYPHANOM BMAAYI;

- undpori MaTepianu — Ha 3aWKUdpoBaAHUX HOCIAX abo Y 3aXULLEHUX XMapPHUX CXO-
BULWAX 3 ABODAKTOPHOK aBTeHTUDIKALIEW; BEAEHHS XYPHaNY AOCTYNY;

- ayaio/eineo3anncu AONUTIB — Y 3aXMULWLEHUX YMOBAX; KOMii 3 BIAKPUTUM A0CTYMOM
He AOoNyCKawTbCa;

- MeTagaaHi umdpoBrx AoKasie — 30epiraloTbCs He3MiHKBaHUMU, Byab-9Ka poboTa 3
dannamu 34IMCHIETECA AULLE 3 KONIIMK;

- CTPOKM 36epiraHHa BU3HA4AKOTbCS 3aKOHOAABCTBOM MPO ApXiBM Ta KPUMiHaNbHe
CYAOUYUHCTBO.

3.4.Mepepava AAHUX MDK OpraHaMu

MNepeaaya iHgopMauil MK OpraHaMu, 3any4eHUMHU 40 NPOBaLXKEHHS, MA€ BigNoOBi-
AATH TAKUM BUMOTaM:

- 6yab-aKka nepepnava iHdopMauii Npo AMTUHY 3AIMCHIOETLCA HA NiACTaBI MMCbMOBO-
ro 3anuty abo caHKUiT chigvoro/npokypopa;

- KOXKHA nepenaya GikcyeTbCa Y KypHanNi 3 3a3Ha4YeHHAM: XTO, KOMY, KOAM, SKMI obcar
i AKMM YMHOM nepenas iHpopMaLitD;

- €NeKTPOHHA nepenaya 34INCHIDETbCA AULLE Yepe3 3aXMWEHi KaHanu; 3abopoHs-
€TbCA BUKOPUCTAHHA ocobuctnx mMeceHmxepiB (Telegram, WhatsApp Towo) ans nepeaadi
IAeHTUDIKYIOUNX OAHUX;

- MiXHapoaHa nepeaaya aaHux (oo MKC, €CINJ1 Towo) BUMarae okpemoro npasoBo-
ro oOrpyHTYBaHHS Ta NiANOPSAKOBYETHCA YTOAAM MPO 3aXMCT NEPCOHANbHUX AAHUX,
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3.5 MecuxonoriuHuM acnekT

PoboTa 2 iHdpopMaLi€w ¥y KpMMIHANBHOMY NPOBAAXEHHI Ma€ BpaxoBYBaTU He nuLle
IOPUAMYHI, ane W NCUXONOTIYHI HAaCcCNiAKKM AN AUTHHM K Y KOPOTKO- Ta M Y AOBMOCTPOKOBIR
NepcnekTUBi i pO3BUTKY Ta CNUPATMCA HA NPUHUMNK:

1) TpaBMOUYTAMBOIO NiAXOAY AAA 360py Ta AOKYMEHTYBAaHHA AAHMX

byab-ska iHpopmaLia Npo AUTUHY NOBUHHA:

- He NPOBOKYBaTU NOBTOPHE NepeXUBaHHA TPABMM;

— He BUKOPUCTORYBATUCH De3 HeobXigHOCTI;

— He LMPKYNoBaTH N33 KOHTPOABOBAHUM CEPEAOBULLEM.

2) OWiHKM NCUMXOAOTIYHMX PU3UKIB NPH Nepeaadi AaHHX

Haeitb popManbHO 2aKoHHA Nepenada AaHUX MOXe NPU3BECTH AO:

- BTPaTW AOBIpU AUTHHU A0 AOPOCNOTO;

- BiAMOBW CNiBnpauioBaTh 3i CAIACTBOM;

- eMoLiiHOT aecTabinisauii.

OcobnnBo Le CTOCYETbCS Nepenadi Biaeo AONMTIB, ONUCIB HACUNBLCTBA, $OTO/BiAEo 3
MicLa noaii.

3) MiHiManbHOI eKcno3muLii

PekoMeHAYeTLCA MiHIMI3yBaTK KifbKICTb 0CiD, aKi BayvaTb MaTepianu; BUKOPUCTOBY-
BaTM y3arafibHeHi ONUCKM 3aMiCTb AeTanei; YHUKaTH NOBTOPHOro nepernsay Biaeo AoNUTY
6e3 HeobxiaHOCTI.

MNig vac nepegadi iHpopMauii Mix cydekTaMu MiXBIAOMYOT B3aEMOAIiT BAXNIMBO Mi-
HiMi2yBaTK KiNbKICTe BUNAAKIB, KOAU AMTHMHA 3MYLUEHA NOBTOPHO NepeKazyBaTH BAACHY ic-
Topit. baraTopa3soee BIATBOPEHHA A0CBIAY eKcnayaTauil € OAHUM i3 YUHHUKIB BTOPUHHOI
TpaBMaTK2aLii Ta MOXe NPU3BOAUTH A0 NOTiPLIEHHA NCUXONOMHHOMo CTaHy AMTUHMU.
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PO34I/1 4. TUNOBi NOMUNKMU,
WO MNOPYLIYIOTb KOHPIAEHLIMHICTD

4.1. NMy6nikauin nepcoHaNbHUX AAHUX Y BiAKPUTUX AxKepenax

OpHa 3 HaWbINbW NOWMpPEeHUX i PyAHIBHUX NOMWAOK — PO3MILUEHHA Y BiAKPUTHX
3MI, couianbHMX Mepexax abo Ha Beb caWTax opraHisauii iHdopmMauii, wo iaeHTUdikye
nocTpaxaany aMTuHy abo ceigka. Lle moxe Binbysatuca:

- Yepe3s nybnikawilo NOBHUX iMEH AiTel Y HOBUHHUX PENOPTAXax NPO 3N0UYUHMU;

- Yepe3s 3aBaHTaxeHHs ¢oTorpadivi aiteit 63 ixHboi 3roam abo 3roam 6aTbKiB;

- Yepe3 HeobepexHi NoCTH B 0CODUCTUX CoUianbHUX Mepexax ¢axiBUIiB, 3aNy4eHUX
A0 CNpasu;

- Yyepes «yCNilWHi» 3BITHM OpraHisauin 3 peanbHuMu poTorpadiamu aitTen «ao» i «nic-
NA» HAAAHHSA A0NOMOTN.

Peanbha cuTyalia (3HeocoGneHA)

Y 2022 p. ogHa 3 MixHapoaHux HYO onybnikysana ¢oto noctpaxaanoi
AWTUHMW — ¥ CBOEMY 3BITi ANA A0HOpPIB. DOTO MICTUAO pO3Ni3HABaHI pMCH 06AKYUS
Ta BKA3iBKY Ha HaceneHuH nyHKT. [ybnikauito noMitnnu poauyi autuHu B Pocii, wo
NPU3BeA0 40 TUCKY HA CIM'I0, AKA 3a/IMLLIUAACA HA OKYMOBAHIW TepuTopii. Chigumi,
AKOMY CTano BiAOMO NpO UeH [HUMAEHT, KOHCTAaTYyBaB CYTTEBI YCKNAAHEHHS
Y BeAEHHI CNPaBM Yepes NOCUNEeHHS CTpaxy o4eBuaUiB nepepq, iaeHTUdIKaui€.

Icuxonoziunuil acnexkm:

- BTpaTa BiguyTTA 6e3neKn Ta KOHTPONIY;

- BTPaTa AOBIpM A0 OTOYYHHOIO CepeaoBULLA;

— CTpax NybAiYHOTO NMPUHUKEHHS;

— BTOPMHHA CTUIMaTM3aLLia FPOMAA0I0 Ta COLLIaNbHOIO BiATOPrHEHHS;

— BM/IMB HA FOTOBHICTb CBIAYUTH.

Cmpax ceidkie neped idenmuddikauicio napanizye 2omosHicms 0asamu NOKA3aHHS, W0
CMBOPIoE erexm MOBYAHHS AK NCUXOI02IYHO 0OrpyHmMosarutl 3aXUCHUL MEXAHI3M,

4.2. BukopucraHHa dpotorpadin Ta Biaeomartepianis 3 AiTbMH

MoTtorpadii Ta Bifeo € 0OAHMMM 3 HaNbINbLW «BNizHaBaHUX» iaeHTUdiIKaTopie. HaeiTb
AKLLO iMA AMTUHU HE 3rapyeTbq, ii 0bnuyya, oaar abo diznyHi ocobNUBOCTI MOXYTb AO3BO-
fINTU KPMBAHWKAM abo CTOPOHHIM ocobaM iaeHTUdikyBaTH ii.

KaTeropu4Ho 3abopoHeHo:

- nybnikyeatu poTorpadii nocTpaxganux giter He3 aHoHiMIzauii obanyua Ta igeH-
TUiKYIOUMX BeTanen;

- BUKOPUCTOBYBATH HOTO AiTeR y peKnamMHUX 4 paHaAper3MHIOBUX MaTepianax be3
oKpeMoi | NoiHdopMOoBaHOI 3roau;
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- NOLMPIOBATH BiAe03aNUCH AONUTIB 300 MEANYHUX OFNALIB HABITb Y MEXAX BiAOM-
cTBa 6e3 cneuianbHOro A03BOAY.

JdonyctMMo (Npy AOTPUMAHHI NeBHUX YMOB):

- nybnikauis aHOHIMI30BaHUX (3 PO3MUTUM 06AMYUAM T 3MiIHAMKW FrONOCY) MaTtepia-
NiB y paMKax iHpOpMaUIMHNX KaMNaHiK;

— BUKOPUCTAHHA GOTO Ta BiASO 4K AOKA3IB ¥ 3aKPUTOMY CYA0BOMY 3aCifaHHI;

- nepepava Mmatepianie MKC abo iHWKM MiXHapogHMM OpraHaM BiAnoBigHO A0
BCTAHOBNEHMX NPOTOKONIB.

McuxonoriunmMit acnexT:

DoT0/BiACO 3 AiTEMU MOXKYTb MaTU OCOBNMBUIA BIVIMB HA NCUXIYHI Npouecw:

— 3anycKaTW MeXaHi3M NOBTOPHOIO NepexXMBaHHA TPABMMU,

- (QopMyBaTH Tak 3BaHY TPABMATUYHY IASHTUYHICTE (NOPYLLYBATH CAMOCNPHIAHATTA,

- (opMyBaTH yaBNeHHS Npo cebe, SK XepTBY, Yepes3 ALOCBiA TPaBMK).

Y Bunaakax Toprieni AitbMu 0cobnnBo HEOE3NEYHUM € BUKOPUCTAHHS 300paXeHb,
SKi MOXYTb AO3BOMUTH iaeHTURIKYBATU ANTUHY abo obcTaBuHM 11 ekcnnyaTtauii. [na H6ara-
TbOX MNOCTPAXKAANNX BTPATa KOHTPOAIO HaA, BAACHUM 06pa3oM € CKNaf0BOK TPAaBMATUYHOTO
DOCBIAY, TOMY NOBTOPHE MOWMWPEHHA TakKMX MATepianie MOXe CNpUHMATUCA 9K NPOAOBXKEH-
HA NOPYLIEHHSA 0COBUCTUX MEX.

4.3. HekoHTponboBaHHWit 0OMiH iHdopMauielo

MNpakTUKa NOKa3ye, Wo BMTOKKU KOHDIAeHUIMHOT iHpopMaLii YacTo BiabyBaKTbCA He
Yepes 3MI0YUHHMIA YMUCEN, A Yepe3 HE3HAHHS abo HeobepeXHicTb:

- obroeopeHHA aeTanen CNpaeu B NPUCYTHOCTI HeyNOBHOBaXeHUX ocid (Hanpuknag,
KOMET, WO He BeayThb Lo CNpasy);

— BUKOPUCTAHHA He3aXULWEHMX KaHanie 383Ky Ana nepepadi Yytnueoi indopmMauil;

- 3bepiraHHa LOKYMEHTIB Ha He3aXULLEHWX NEPCOHANBHUX NPUCTPOAX;

- BIACYTHICTb Y4iTKOrO Nepeniky ocid, ynoBHOBaXeHUX 3HATKU Ti YW iHWI BIAOMOCTI.

Tunosa NOMUAKA
MyGnikauia y Facebook
iMeHi nocTpaxaanoi
JWUTHHK

Moxauemii Hacnipok

laeHTHdIKAUIA KPUBAHWKOM;
peTpaemarn3auia; pusmnk Gesneui

MpaeunbHa ain

BuKopMCTaHHA YMOBHKX
NO3HAYEHb; Y2roKEHH 3
NPOKYpPOpoOM/KoI0

3axMLEHI KOpPNOPaTHBHI
KaHaH; LWHDPYBAHHS;
NpoTOKOAN Nepefadi

Mepecunanua $oTo
AWTHHW ¥ WhatsApp Mix
Koneramm

BuTiK y He2axHweHuid KaHan;
nolmpeHHs 6e3 KoHTponio

XypHanict/ka oTpumye
JOCTYN A0 MaTepianie
cnpasu

My6nikauis ineHTHDIiKYIOUMX
A3aHUX; PYHHYBAHHA AOKA3IB Y
cnpas.i

3ab0poHa Ha pPO3rofoLEHH;
aKkpeauTauia; aKpurte
3acipaHHA

Meau4yHWiA BUCHOBOK
nepenaetbca 6e3 3anuTy

MNopyweHHA MeanYHOT TAEMHMLI;
HeAoNYCTUMICTb AOKA3Y

I'Iepe,u.al-la NHLE 34
NUCbMOBKWM 3aMMTOM CAIiAHOMO

ObrosopeHHs cnpaeun y
BiZKPUTOMY FpynoBoMy
yari

BuTik go kpuBaHuKa abo ioro
OTOYEHHS

3aKpUTi NPOTOKOAK
BHYTPILWIHBLOIO 3BA3KY
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McuxonoriyHMiA acnekT:

HekoHTponboBaHW 0OMiH iHdOpMaLE MiIX BIAOMCTBAMM MOXE MaTWU HEMPAMMIA,
ane CyTTEBWIA BNAMB HA AUTHHY, LLLO MOXE MPU3BECTH A0:

- PYHHYBaHHS NOvyTTa Be3neyHmnx Mex;

- 3HWXKEHHA AOBIpU A0 AOPOCNOIro;

- HebaxaHHa cniBnpauoBaTH 3 IHCTUTYLLIAMA.
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BJIOK I
OSINT TA MDXKBIAOMYA B3AEMOAIA

EdekTveHa BiANOBIAL HA 3104MHU NPOTK AiTeH Nig Yac 36porHOI arpecii Pociicbkoi
Mepepauii npotH Ykpainn noTpebye 3narogkeHoT MidKBIAOMYOI B3aEMOAIT, CNIAbHUX Npo-
TOKOAIB, EAMHUX CTAHAAPTIB 2aXUCTY KOHPIAEHUIMHOCTI Ta B3aEMHOMO poO3yMiHHA ponen i
OBMeXeHb KOXHOrO Ta KOXHOI 3 Y4acHWKIB npouecy. KoXeH Ta KOXHa, XTO KOHTaKTye 3
AUTHHOIO, IKA NEPEXMAA BNAUB BOEHHOMO 3fI04UHY, Ma€ BYTU peTenbHO NiArOTOBAEHUMM,
afxe HenpaBWAbHI Aii, HABITb 3 HAMKPALLMMK HAMIpAMK, MOXYTb HEFAaTUBHO NO3HAYMTUCH
Ha ii cTaHi.

PO34I1/1 5. Ponb OSINT y poscnigyBaHHi
3/I0MMUHIB NPOTHU AiTEN

5.1.MNoHaTtTa Ta Mexi OSINT

OSINT (Open Source Intelligence - po3BifKka Ha OCHOBI BiAKPUTUX mKepen) - ue
cucTeMaTuuHui 36ip, aHani3 Ta cMHTe3 iHdopMauii, Wo € 3aranbHOAOCTYNHOW abo Moxe
6yTM OTpMMaHa neranbHUMM MeToAAMKU 6e3 NPOHUKHEHHS Y 3aXUWEHI CUCTEMU YU NOpY-
WeHHSA 33aKOHOAABCTBA.

Y KOHTEKCTI po3cnifyBaHHA BOEHHUX 3n04uHiB OSINT oxonnoe:

- nybnikauii Ta noctv y couianbHux Mepexax (Telegram, Facebook, VKontakte,
Twitter/X, Instagram, TikTok);

- BigeoxocTuHrn (YouTube, Telegram-kaHanm, Livelournal, VKontakte Bigeo);

— HOBMHHI nybaikauii Ta apxieu 3MI;

- ypsinoBi Ta odiliiHi BeDCAMTH, AepXaBHi peecTpy;

- CYNYTHUKOBI 3HIMKK {Google Earth, Maxar, Planet Labs);

- reoAoKaUiviHi aaHi Ta Kaptn (Google Maps, Yandex Maps, OpenStreetMap);

- HAYKOBI Ta aKageMivHi 6a3u AaHux;

- popymum, 6norv Ta iHTepHeT-apxieu (Wayback Machine).

Berkeley Protocol (2022)

Berkeley Protocol on Digital Open Source Investigations, po3pobne-
Hui YHiBepcuTeToM Kanidophii (bepkni) Ta YBKI/1 OOH, € Ha cboroaHi Han-
BinbWw aBTOPMTETHUM MIXKHAPOAHMM CTaHAApTOM npoeefeHHn OSINT-po3cni-
AyBaHb AN9 uinei npaeocyans. [NpoTokon MICTUTE METOAONOMYHI BUMOTKM A0
3bopy, Bepudikalii Ta LOKYMEHTYBaHHA LMPPOBUX BiAKPUTUX Axepen. BiH e
060B'AZKOBUM OPIEHTUPOM ANA BCiX, XTO 3aHWMAETLCA LOKYMEHTYBAHHAM BOEH-
HUX 3104MHIB.
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5.2. bxepena BigKpuToi iHpopMauii,
penesaHTHi ANA 310MHHIB NPOTH AiTeN

Tvn axepena

Wo Moxe MICTUTH

OGepemHocTi

CouianbHi Mepe-
*i (Facebook, VK,
Telegram)

MoeipomneHHs ceigkie,

¢oTo Micub NoAid, BUZHAHHSA
KPUBAHMKIB, OrONCLLEHHA NPO
nepeMileHHsa aiten

Bepudikysatn apTeHTUYHICTL; 36€pi-
ratu 3 METaAaHWMK; He NOWUPIOBATH

BineoxoCcTHmM
(YouTube, Rutube)

Bineo obcTpinis, nponaraH-
JMCTCBKI MaTepianu, Biaeoz2a-
MUCH, KCKPiHU», pOTO

33BaHTAKYBATH 33 AOMOMOTOI0 Che-
LiafbHWUX IHCTPYMEHTIB 3 MeTafaHu-
MU

Odiuifni 2asem 1a
npec-koHdpepeHuil

Bu3HaHHA nocagoemnx ocib
WOAO Nporpam nepeMilleHHs
AiTen

Apxisyeatu y ¢popmMmari, Wo nigTeep-
IDKYE aBTEHTUUHICTD

CYNyTHUKOBI 3HIMKK

Jo/nicna ataku Ha wkonu/ni-
KapHi; Micus 36opy aiteid

BukopuctoeyBat nnatpopmu 3 Be-
pudikauieto (Maxar, Planet)

CaTH YCMHOBAEHHA Ta
CoOUMEpEX. FPynM

OronoweHHs Npo «aocTyn-
HWX» piTel; pOTO HE3AKOHHO
nepemMileHux aitek

36epirati HeraiHo (CaiTH 3aKpuBa-
I0TbCA); HE B33EMOAIATU

HoeuHHi apxieu (3MI)

Penoptaxi, wo niaTeepaxy-
KTb PAKTH Ta XPOHOAOTIIO
3N0YMHIB

Bepudikyeatn mxepeno; 36epiratu
OpUriHaNbHY BepCilo

®invrpauiiiti 6azm /
peecTpu

BiaomMocTi npo npoxoaxeHHs
dinbTpauii, gati, Micus

OtpumyBaTu Yepes odiliiHi KaHanu
(ICRC, UNHCR)

5.3. Konan OSINT € Baxxausum

OSINT € 0cobnmBeo LiHHUM Y TAKMX CHUTyauiax:

- BIACYTHICTb di3nyHOro AocTyny A0 Micus 3104MHY (OKYNOBaHa TEPUTOPIA, AKTUBHI
bonoei aii);

- HeoDXiAHICTE BCTAHOBAEHHA KOHTEKCTY Ta XpOHoAOrii Noain y AONOBHEHHS A0
CBifYeHb;

- niaTBepAXeHHN abo CNPOCTYBAaHHA NOKa3aHb CBIAKIB Ta NiA03pHBaAHKUX;

- iaeHTvdikauia Nino3poBaHMX Ta BCTAHOBAEHHA iXHBOI NPUYETHOCTI A0 KOHKpeT-
HUX NOAiN;

— BCTAHOBAEHHA MiCUe3HAXOMKeHHs NepeMilleHnX aiterd vepes nybnikauii y eia-
KpUTUX Axepenax;

— AOKYMEHTYBAHHA CUCTEMHMUX 3fI04MHIB (HAaNpUKNAaA, Nporpam genoptauii), Wo He
3annwakTe GisMUYHKUX CAiaiB.
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3ACTEPEXXEHHA cTOCOBHO 3A04MHIB NpOTH AiTEN:

Mpu OSINT-nowyky iHdopmMaLil, NOBA2aHOT 3 AiTbMK, CNig4uir abo ao-
CNIAHWK MOXE HATPANWMTU Ha MaTepianu, WO MaloTb O3HAKKU AMTAY0I NopHOrpa-
$ii abo MaTepianie cekcyanbHoOI ekCnayaTaLlii.

Y takomy sunagky KATETOPUYHO 3ABOPOHEHO 3aBaHTaxyBaTH Taki
MaTepianu abo 36epiratu ix Ha BnacHux npucTpoax. HeobxiaHo HeranHo 3adik-
cyBaTn URL Ta meTapaHi 6e3 BiakputTa Matepianie i nepeaatv indopmadiio ao
CNeuianizoBaHoro Niaposainy.
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PO341/1 6. Anroput™m BukopucTtaHHa OSINT

6.1. 3aranbHi npMHUMAK anropUTMY

BukopuctanHa OSINT y KpMMiHaneHOMY NPOBAAXeEHHI MA€ BIANOBIAATU BUMOraM aK
edeKTMBHOro po3CigyBaHHa, TaK | NpouecyanbHOro 3akoHoAaBCTBa. byab-aka iHpopMauis,
3ibpaHa 3 BigKpUTUX axepen, wobd cTaTu AONYCTUMUM A0KA30M, NOBUHHA MPOHTH MNOBHUA
LMKAN: Bif, BUSIBNEHHS — Yyepe3 eepudikauio — A0 npouecyanbHoro odopmaeHHs. [ponyck
Byab-aKoro etany Moxe 3pobUTH A0Ka2 HeAOoNYCTUMKUM abo HEHaAIAHMM.

6.2. Eran 1: Mowyk indopmauii

NiaroToBKa A0 NOWYKY

Mepea novatkom OSINT-nowyky HeobxinHO:

- YiTKO BU3HAYMTH, AKY KOHKPETHY iHOpMaLio BM WyKaeTe (pakT, ocoby, Micue,4ac);

- iaenTUdikyBaTH HMOBIPHI NAATGOPMKU Ta TUNM AKepen;

- HanawTyBaT poboye cepenoBuLIe: i30AbOBaHWUI Dpaysep (Hanpuknaag, Firefox 3
naarinamu OSINT), VPN (ans 6e3neku, a He Ans aHOHIMHOCTI), cneujanizoeaHi OSINT-in-
CTPYMEHTH;

— BCTAHOBMTH YiTKi MEXi NOLWYKY: WO € B paMKaX 3aBAaHHA, a WO — Hi;

- 3pobMTH 3anMC Y XKYpHaNi po3cninyBaHHA: AaTY, METY, METOAM MOLUYKY.

IHCTPYMEHTH NOWYKY:

- Google Dorks - poswmpeHunii nowyk Google 3i cneuianbHUMKU onepaTopamMu.

- TweetDeck / Twitter Advanced Search — ang nowyky y coumepexax.

- Maltego - rpadivHuKii aHani3 3BA3KIB MK AaHUMM,

- Shodan - nowyk y NpUCcTpoax, NiakAYeHnx A0 |HTepHeTy.

- IntelTechniques.com - Habip He3kowToBHUX OSINT-IHCTpYMeEHTIB.

- Wayback Machine (archive.org) — apxieu BebcTopiHok.

- Bellingcat Online Investigation Toolkit - cneuianizoBaHi iHCTPYMEHTH ANS XKYpPHA-
NiCTiB | CRigumx.

6.3. Etan 2: MNepeuHHa nepesipka

He BCi 3HalaeHi Matepianu € aBTeHTMYHUMU abo peneBaHTHUMU. [lepBUHHA nepe-
BipKka nepenbayac Taki Kpoku:

1. Bu3HaueHHA TUNY Ta NNaTGOPMU KOHTEHTY:

— CTAHOBAEHHA NAATHOPMU NOXOAXEHHS MaTepiany;

— KnacugikaLia TMNY KOHTEHTY: NOCT, BiAeo, A0KYMEHT TOWO.

2. [TonepenHa ouiHKa AOCTOBIPHOCTI AXepena.

- nepee.ipka o6aikoBoro 3anucy (Bepudikauis, 4aTa CTBOPEHHS);

— aHaNi3 ICTOPIT AKTUBHOCTI aKayHTa;

- BiANOBIAHICTb TeMaTUKKU Npodinto onybnikoBaHOMY KOHTEHTY.

3. [lepeBipKa 4YacoBUX AAHUX:

- aHani3 pati 1a vacy nybnikauii;

- BCTAHOBNEHHA BIiANOBIAHOCTI 3aABASHOMY Hacy nodil.
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4. BuasneHHA 03HaK MaHinyaauii:

- NepeBipKa MeTaAaHUX HA HEBIANOBIAHOCTI;

- 3aHani3 03HaK pefaryBaHHA abo MOHTaXy;

- BUSIBAEHHA po36iXKHOCTEN y BizyanbHUX AeTanax GoTo/Biaeo.

6.4. Etan 3: Bepudikauin

Bepudikawia - npouec niaTeepayKeHHA aBTEHTUUYHOCTI MaTepiany yepe3
He3anexHi MeToaun (recnokauid, XpoOHONOris, NepexpecHi Axepena)

Bepudikauia € cepuem OSINT-meToaonorii. Matepian BBaXaeTbCs BepUiKOBaIHUM,
AKLWWO NiATBEPAXKEHI NPUHANMHI ABA HE3ANXKHUX KpUTEpii:

1. Teonokauia — BCTAaHOBAEHHA TOYHOTO MiCUA 3HOMKM WAAXOM 3iCTaBNeHHA Bi3y-
ANbHHX OPIENTHPIB i3 KapTorpadiuyHMMH JAHHUMHK.

OpieHTUpK ona aHanisy: oyaieni, penved, AOPOXHI 3HAKU, POCAMHHICTD.

IHCTpyMeHTH: Google Earth Pro, SunCalc (BM3HaYeHHA NONOXKEHHS COHUA/TIHI),
GeoGuessr ana npaktukK, Yandex Maps ans 06€kTiB Ha OKynoBaHii TepuTopi.

2. XpoHonoria (aaTyBaHHA) — BU3HAUEHHA ab0 NIATBePAXKEHHA Yacy 3HOMKH Ha OC-
HOBI CYKYNHOCTI 03HaK.

MeTonu: aHanisz EXIF-MeTagaHux ¢anny; Ce30HHUIA CTaH POCANMHHOCTI; NOAOKEHHS
COHUA Ta AOBXMHA TiHen (SunCalc); norogaHi yMOBM Ha AaTy NOAIi; 3iCTABNEHHA 3 HOBUHHU-
MU NOBIAOMAEHHSMM Ta nybnikauismm.

EXIF - Exchangeable Image File Format - ctaHgapT 36epiraHHs MeTagaHux y
dainax 306paxeHb.

MeTaaaHi - TexHi4yHa iHdopMauia npo dain (aaTa/Mac cteopeHHs, GPS, aBTop,
NPUCTpPin), aBTOMaTUYHO 3anucaHa y dain.

MepexpecHa pepudikauin — NiaTEepAXKEeHHA OAHOIO i TOr0 CaMoro pakTy Yepes He-
3aNeXHi JKepena.

[xepena nepeeipku: iHWi doto abo BiAEO TOro CaMoro Micua 3 pi3HMX pakypcie;
CBig4eHHs oveBunaLie; odiuinHi 3BiTH; AaHi OSINT-opraHizauin (Bellingcat, Molfar, rpynna
«CxemMax» Towo).

Mpuknap, eepudikauii

Bineo obcTpiny autadoro byamHky, BuaeneHe y Telegram-kaHani.

Kpok 1: [eonokauia - 3icTaeneHHs suaumux byaisens 3 Google Maps
niaTBEpAXYE agpecy.

Kpok 2: XpoHonoria — aHanis Tinei Yyepe3 Sun(alc Bkazye Ha paHKOBWUHIA
yac, nepesipka 3a WeatherSpark nigreepaxye yMOBU OCBITAEHHS.

Kpok 3: [lepexpecHa eepudikaria — aHanoridyHe Biaeo 3HanAeHO y ABOX
iHWKX Telegram-KaHanax 2 pi3HMX KYTiB.

BHUCHOBOK: reonokKauia Ta XpoHoNoria NiaTBEpAXeHi ABOMA HE3aNeXHU-
MU METOAAMU KOXKHA.
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6.5.ETan 4: ®ikcauia goxasis

iKcauin € KPUTUUHUM €TanoM, Lo NEPETBOPHE 3HANAEHUA MaTepian Ha NOTEHLIRA-
HUI AOKaz.

Knwo4oBsi BUMOru:

1. 36epert opuriHanbHui dainn 6e3 xogHUX Mogudikauii, yci noganeLi gii — nuwe
3 KOMisIMK.

2. 3adikcyeaty URL Ta MeTapgaHi 3a AONOMOroOK CMeuianizoBaHUX iHCTPYMeHTIB
{hunch.ly, Wayback Machine, Archive.is).

3. 064ncnmTK Ta 2adikcyeaTu Xew-cyMy dainny (MD5, SHA-256) ana niaTeepakeHHs
HEe3MiHHOCTI.

Xew-cyMa (Hash) - yHikanbHMi LudpoBuin «BiadbuTok» dainy, Wo A03BONNE
nigTeepaAuTU HOro HE3MIiHHICTb. byab-aKa 3MiHa panny 3MiHI0E Xel-CyMy.

4. 3poBbMTU NOBHUM CKPIHLWOT CTOPIHKKM 3 gaTok, URL Ta 4acoM 3HOMKK CKPiHLUOTY.
5. 3anucaTti naHuor AocTyny/3bepiraHHs A0KaziB: XTO, KOAK i 3a 9KUX 0DCTaBUH BU-
aeuB Ta 3adikcyeae MaTepian.

6.6. Etan 5: MpouecyanbHe opopMneHHA

Ulo6 OSINT-matepian ctaB AONYCTUMUM AOKA30M Y KPUMIHAABHOMY MPOBAMKEHHI,
BiH Ma€ OyTu odopmnennii BianosiaHo Ao BumMor KINK Ykpainu:

1. MNMpotokon ornany Beb-cTopiHKM abo enekTpoHHOro Aokasy (cT. 99 KIK) - cknaaa-
€TBCA CNIAYAM | € OCHOBHWUM NPOLECYaAbHUM AOKYMEHTOM.

2. YxBana chiguoro cypai (y pasi HeobxigHocTi — ¢T. 162 KI1K) — gasg oTpuMaHHa iH-
¢dopmadii Big npoBanaepis abo nnatpopm.

3. 3anyJyeHHs cneuianicta abo NpU3HaYeHHs KOMMIOTEPHO-TEXHIYHOT €KCNepPTU3N —
ANS CKNAAHNX TEXHIYHUX NMUTaHb aBTEHTUMHOCTI UMGPOBUX [LOKA3IB.

4. [donyyeHHs MaTepianie A0 CNPaBM Y BUIASLI pev4OBMX A0Ka3iB abo AOKYMEHTIB (CT.
357 KMK).
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PO30I1/1 7. Bukopuctanus OSINT
ANA A0KA3yBAHHA OKPEMUX BUAIB 3/I0YMHIB

7.1. 3sepeHa Tabnuua OSINT-aoKka3is 33 BUAAMM 3/I0UUHIB

Bua 3104MHYy Hopma KK | OSINT-pokasm Metoau dikcauii Knouosi
/MN Ana cyay PHU3IHKH
Obctpinu um- | Cr. 438 KK; | Bipeo obcrpinis, dpoTto 36epexeHHs opu- | MaHinynbo-
BinbHux obek- | cT. 8(2)(b) Micua Ao/nicna, nocTu y riHanbHOro ainy; | BaHi BiAeo;
TiB (WKoAM, (i) Pum- couMepexax, opiliiHi 2a- | Xew-cyMa; CKpiH- HenpaBub-
nikapHi) CbKOTO CTa- | S1BM, CYMYTHUKOBI 3HIMKK wot URL; npoto- Ha reonoKa-
TYTY KON Ornagy enek- uia; BTPaTa
TPOHHOIO AOKa3y MeTafaHnX
Jenoprauia Cr. 438 KK; | MNoct nocagoeunx oci6 3 ApXiByBaHHA CTO- BunaneHns
piten CT. 49 XKK- BM3HAHHAM, GOTO NepeBe- | PiHKK Yepes, Npu- | OpuriHanie;
IV; cT. 8(2) 3eHHsA AiTed, oronoweHHa | mipom, Wayback 3MiHa onu-
(a)(vii) PC Npo «KYCMHOBAEHHA», Bige- | Machine; ckpiHWwoOT | cy; 3aKpUTTA
03BiTH 3 TabopiB 3 URL; konia Bigeo | cTopiHoK
3 MeTaaaHUMK
BukpageHHa (1.146-147 | Bipgeo saTpuMaHHs/ MpoTtokon ornaay AHOHIMHIcTb
AiTeid KK; ct. 438 | BaoknocTie, NORiAOMAEH- | CTOpiHKM; 30e- CBipKiB; He-
KK HA CBIAKIB Yy COLMepexax, | peXeHHa Biaeo; Hbesneka ang
AaHi dinbTpauiitHMx npo- | reonokauis Micus xepen
ueayp 3HOMKH
Topriena gitb- | (1. 149,169 | MNoeigomneHHs ceiakis, Heraine apxiey- Uenake
MM T3 iHLL KK; laazbka | $oT0, BiAco, OronoweHHA BaHHSA; CKPIHWOTH BUAANEHHA
dopMu ecnny- | KOHBEHUIA | Ha CAHTaX YCMHOBNEHHS, 3 URL; meTapani CTOPIHOK;
arauii (1993) nyénikauii npuioMHnX ¢doto (EXIF 3MiHa oCo-
ciMmein 3 ¢oTo, faHi gep- BucTrx ga-
¥peecrpie P® 1a iHWa HWX AiTel
inpopmauia
CekcyanbHe Cr. 438 KK; | MNoeipomneHHs cBigkKis, CyBOpHMIA NpoTo- ABCONKOT-
HaCUMAbCTBO cT. 8(2)(b) AOKYMEHTU MeanUHKX KOJ; 3aNyUYeHHs HA koHdi-
CHIMK (xxii) PC opraHisauiii, aHaniz nepe- | cneuianicra; xoa- AEHUIMHICTD;
MiLlleHb NiA03pIOBAHUX HUX nybnikawin HISKMX ny-
Bbnikawin
Bukopuctanua | Cr. 438 KK; | MNponaranauctcbki Bigeo, | ApxieyeaHHa 3 Me- | [NoBTopHa
Aiteil y npona- | ct. 8(2){b) nybnikauii aepx 3MI, Taganumu; HE MO- | TpaBmartu-
raHai (xxvi) PC ceipueHHs aiteit nig npu- | LUAPKOBATH cami 3auiq; igeH-
MYCOM Bifeo Thikauis
aiTen
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7.2. DetanbHuit ananis OSINT-aokasiB aenopTauii Aiten

OcKifnbk1 penoptauia AiTed € ofHiew 3 HanbINbLW 33aA0KYMEHTOBAHMX KaTeropin
3N04YUHIB Ta NepedyBae y dokyci poacniaysaHb MKC, gouinbHO po3rnaHyTM ocobansocTi
3acTocyeaHHa OSINT-meToao0n0rii Ans i AOKYMEHTYBAHHS.

7.2.1. Odiuiini 3aaBu K axepeno Aokasie

Mybniuni 3asBK nocaaoBux oci6 Pociticbkoi Mepepauii, 3okpema ii npesnaeHTa ny-
TiHA, CTAHOBAATL BaXKAMBE AXepeno AOKa3iB, WO NiATBepAXYKTb YMUCEN | CUCTEMHUN Xa-
paKTep 3A04MHY. 30KpeMa, 3a9Ba NYTIHA NpOo TaK 3BaHUI «NOPATYHOK» YKPAlHCbKUX LiTew i3
NoaanblKMM IX NepeMilleHHaM A0 CiMmeil y Pociicbkoi @eaepauil MOXYTb po3rnagatmcs 9K
CBIAYEHHS LinecnpamMoBaHOl NOAITUKM,

Dikcauia Takux 3ass nepeabavac 36ip i 36epexeHHn:

- oilifHKMX Bife03anuciB (30KkpeMa npeckoHPpepeHLIi, onpruAAHEHNX HA kremlin.
ru) 3 NoAanbWKUM apxiByBaHHAM (Hanpuknaa, Yepes Wayback Machine);

- nybaikauii B oPiLiiHUX aKaYHTaX Yy COLIANbHUX MEPEXaX;

— HOBMHHUX MaTepianiB i3 TEKCTOBUMU LUTATAMMU.

KoXHa Taka 3asaBa MOXe BMCTYNATH AOKA30M HAABHOCTI yMUCNY (mens rea) y posy-
MiHHI NnpakTuku MKC,
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PO34IN 8. Pobota 3 uMdpposnmMmn aokasamu

8.1. MeTaaaHi aK aoka3osa 06a3a

MeTaaaHi - ue «aaHi Npo AaHi», TexHiYHA iHGopMaLis, aBTOMAaTUYHO 3aNUCaHa Y
dann nig 4ac HOro CTBOPEHHA Ta peaaryBaHHA. ¥ KOHTEKCTI uudpoBuX A0Ka3iB MeTaaaHi
MOXYTb MICTUTU:

Bua Metapanux | e s6epiratotbca Lo aoBoaaTL

EXIF-paHi poto- | Beepeauni dainy 306pa- [fara i uac 3iomku; koopaunati GPS; mogenb
rpadiii XeHHs (jpg, tiff) kamepu/TenedoHy

MeTapaaHi gineo- | 3aronoBok Bigeodainy [flara ctBopenHs; GPS-koopauHaTtH; TpuBa-
daiinis {mp4, avi, mov) NicTb; po3AainbHa 3JaTHICTD

MetagaHi goky- | ¥ dopmarax PDF, DOCX, ABTOp; opraHisauia; gaTa CTBOpeHHa Ta pe-
MEHTIB XLSX AaryBaHHa; Bepcii

HTTP-3aronos- Ha cepBepi sebcaiity Hata nybnikauii; IP-agpeca; reonokauis cep-
K1 BebcTopiHOK Bepa

MeTapaHi co- Ha cepeepax nnatdopmu TouHui vac nybnikauii; ID npuctpoio; reoter;
LMepex IP-appeca nybnikauii

Baxampo: MeTaaaHi 36epiralotbcs nuwe y daini B opuriHanbHomy dopmari. byap-
gKe NepeTBOPEHHA (3MiHa hopMaTy, penaryBaHHs, NOBTOpHE 36epeXeHHs, HAACUNAHHS Ye-
pe3 MeceHaxep) 3Huwye abo 3MiHI0E MeTaaaHi. ToMy NepLuoio A€ NPH BUSBASHHI NOTEH-
LiiHOro nokasy mMae 6ytu 36epexxeHHA OpUriHanbHOro Gainy y He3aMiHHOMY BUIASAI.

8.2. JlTaHutor 36epiraHHa pokKasis

Manutor 36epiranHa aokasie (chain of custody) - ue 3aa0KyMeHTOBaHa MOCNIAOB-
HICTb BCiX OCi6, WO Manu A0CTYN A0 A0KA3Y Bi MOMEHTY MO0 BUMSABAEHHA A0 MOMEHTY Npef-
CTaBneHHs B cyai. MopylweHHs naHutora 36epiraHHs Moxe NpU3BeCTH A0 BU3HAHHA AOKA3Y
HeaAoNYCTUMUM.

Bumoru Ao naHutora 36epiraHHs uMdpoeux A0Ka3iB:

- DOKYMEHTYBAHH$ BUSIBAEHHA: XTO 3HAWLUOB, KOMMK, e, 3a IKuX 06cTaBuH, URL/wnax
Ao danny;

- 0buncneHns xew-cymu (MDS, SHA-256) opuriHanbHoro dainny a0 byab-akux Aii
3 HUM;

- 36epiraHHs opuriHany y He3MiHHOMY BUIAaAi; BCi Nnoaanbuli Aii — Auwe 3 eepudi-
KOBAaHWUMU KOMiSMM;

— peecTpauia KOXHOI AiT 3 A0KA30M: XTO, KOAM, WO 3pobue, aKa MeTa;

- 30epiraHHa y 3aXMLLEHOMY CepeaoBUL 3 OOMEXEHUM A0CTYNOM;

- NOBTOPHA NepeBipKa Xeww-CyMu nepeg NOAAHHAM A0 Cyay.
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8.3.MiarotosKka MaTepianie ans cyay

MNpu nogaHHI umdpoeux AoKa3ie A0 cyay HeobXiaHO NiAroTyBaTu:

- MPOTOKOAN OrNsAY €NEKTPOHHOMO AOKA3Y 3 AeTaflbHUM ONUCOM MaTepiany, MeToAiB
Moro BuABAEHHA Ta dikcauii;

— TeXHIYHUH 3BIT cneuianicta abo BMCHOBOK KOMMIOTEPHO-TEXHIYHOI eKCNepTH3MN,
Lo NIATBEPAXKYE aBTEHTUYHICTL MaTepiany;

- AOKYMeHTaLi K naHuora 30epiraHHa: XTo, KoMK i aKi A1 BYMHAB 3 MaTepianomM;

- OpUriHaneHWin UUdpoBUIA HOCIH abo BepudikoBaHy Komild 3 NIATBEpOKEHOW
XeL-CyMoHo;

— pe3yAbTaTH reofloKaLiiHoro Ta/abo XpOHONOrIYHOMO aHanisy y Gopmi 3po3yMinoi
ANAa cyay npe3eHTaLlii.



PO3I/1 9. MixBiaoMya B3aEMoAif
y CnpaBax Wono Aiten

3aKoHHI NpeaACTABHUKH Ta NpeACTAaBHULY AMTUHHU — DATbKM, YCUHOBUTENI,
6aTbku-BUXOBaATEN], NPUAOMHI 6aTbKK1, NAaTPOHATHI BUXOBaTENI/bKM, ONIKYHHU/KH,
NiKAYBANbHUKK/ LI, NPEACTaBHUKW/HULI 3aKNaAiB, SKi BUKOHYIOTh 0DOBA3KK oni-
KYHIB/HOK i NiknyBanbHUKiB/Ub (KpiM 0Ci6, no36aBAeHUX CTOCOBHO AUTUHM BaTb-
KIBCbKMX NpaB, a Takox 6abyci, aigyci Ta iHWIi poanyi, HaBITb AKWO BOHKU Npo-
)KMBAKTh Pa30OM 3 AUTUHOK, BUXOBYIOTb i, AKLLLO BOHU He € OMNiKYHaMU AUTUHM).

BigpnosiaHo po ctatTi 1 3akoHy Ykpainu «[po 6ixeHuis Ta ocib, aki no-
TpebyloTb A,0AATKOBOTO ab0 TMMYACOBOIO 3aXMCTY», 3AKOHHMMU NPeacTaBHUKA-
MU AUTUHMU, PO3AYYEHOI i3 CIMED € — OpraH ONiKM Ta NIKNYBaHHS, ONiKYHU Ta
NiKAYBaAbHUKM, NPU3HAYEHI BIANOBIAHO A0 3aKOHOAABCTBA YKpaiHWU, NPUAOMHI
6aTbkK, 6aTbKM-BMXOBATENI, NATPOHATHI BUXOBaTENI/HULI, aAMiHICTpaUis 3akna-
Ly OXOPOHM 34,0P0B%A, HABYANbHOTO abo IHWOro AUTAYOro 3aKNaay.

3aKOHHWMM NpeaCcTaBHUKaMU/HULAMM 0CODM BikoM 40 18 pokiB — ogMH
3 DarbkiB, ycMHOBUTENIB, Aig 4n 6aba, NOBHOAITHI 6paT uM cecTpa, ONiKyHU Yn
NiKAYBAIbHUKK, NPU3HAYEHi TaKUMK A0 NpubyTTa B YKpaiHy, abo iHwWa noBHO-
niTHS 0coba, aka Ao NpubyTTa B YKpaiHy A06pOBIAbHO UM B CMAY 3BMYAIO KpaiHK
NOXOMMKEHHA B3ANa Ha cebe BiaANOBifaNbHICTb 33 BUXOBAHHS AUTUHM.

9.1. YyacHMKM Ta yyacHHUL
MiXXBiAOMYOi B3aeMOAIT Ta IXHi poni

EdekTvBHE po3cnigyBaHHA 3n04nHIB Pocincbkoi Meaepalii NpoTH yKpaTHCbKUX Ai-

Tei BUMarae anarofgxeHoi poboTu WKPoKoro Kona cybekTie. BiacyTHiCTe KoopanHaUil Mix
HAMWU NpU3BOAMTL A0 AYOAIOBAHHA Ta, WO HAaWBAaXNMBiWe, A0 NOBTOPHOI TpaBMaTUauil

AUTHUHNA.

CyGeKT

OcHoeHi GyHKLIT Y cnpaBax woao
Aiteit

Knouosi o6MexeHHA

HauionanbHa noniuin
/ cneuianizoeaHi nia-
po3ainu

MNMovaTkoee AOKYMEHTYBaHHS, 36ip
AOKa3iB, 3aTPUMaHHS NiA03PIOBAHKX,
OSINT-nowyk

He npoeoaaTs TepaneBTHYHI
iHTEepEIo

Odic leHepanbHOrO
npokypopa / lee-
HanbHa NpOKypaTypa

MNMpouecyanbHe KepiBHUUTBO CAif-
CTBOM; NiATPUMAHHS 0OBUHYBAYEHHS;
e2aemogia 3 MKC

MpiopuTeT iHTEpeciB ANTHHH
HaA CTPOKAMU; Y3rOMKEeHHS
BCiX AoOMUTIE

Cnyx6a y cnpaeax
piteir / Opranv oniku

3axucT iHTepecis AMTMHKU; 3abe3ne-
YEHHA TMMYACOBOrO BAAWTYBAHHS;
OPUANYHE NPEACTABHULITRO

KoHpineHUIAHICTE yCiX AaHKX;
obmexeHnHsa 3MI-pocTyny

Meau4Hi npauiBHUKK
/ Cyamegexcneptu

MeauyHe AOKYMEHTYBAHHA TPaBM;
CYAOBO-MEeAMYHA EKCMIEPTU3A; BUCHO-
BKM N9 cyay

MeauyHa TaEMHULUA
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Mcuxonory / ncuxo- OuiHKa NCUXOAOTIYHOIO CTaHy AMTH- CYBOpe AOTPHUMAHHS €TUYHUX
TepaneeTu HUW; NIArOTOBKA A0 ONWUTYBAHHA, ONM- CTaHAAPTIB; NepLIOYEProBicTb
TYBaHHA Ta NCUXONOriYHA NIATPUMKA | HaWKpawWMX iHTEpeCiB AUTUHK
nig Yac AOMNMTIB / NCUXOAOTIYHA pea- | AMTMHM Hag noTpebamu chia-

BinitTauis CTBa
CouianbHi cnyxbu Kpn30oBuit MeHeaXXMeHT; peiHTerpa- ObmexeHuin gocTyn Ao Marte-
(LLHAI, LCCCAM) Lif; ouiHoBaHHA noTpeb auTMHM Tali | pianie NpoBagKeHHA

CiM'T, HaZaHHA colianbHUX Ta/abo an-
MiHICTPaTMBHUX NOCAYT CiM'T AUTUHK

MixHapogHi opra- TexHiuHa NiaTpUMKa AOKYMEHTY- BnacHi npoTtokonu koHbiaeH-
Hizauii (OHICED, BaHHA; 3aXMUCT; Basa JaHUX 3HUKIKMX WiAHOCTI; HERTPaNbHICTL gea-
YBKIMA, ICRC, IOM) AiTeid KMX OpraHizauin

HYO, wo aokymeHty- | OSINT-gokyMeHTYRaHHA; apxiBu; Nig- | He MaloTb cnigumx NnoBHOBA-
I0Tb BOEHHI 3104MHKM | TPMMKA NiArOTOBKM CNpaB XeHb; CYBOpe AOTPUMAaHHA

NPOTOKONIB KOHiAeHUIMHOCTI

9.2. Mp1UHLUKMNK KoOpAUHALLT

EdekTvBHa MiXBIAOMYA KOOPAMHALIS Y CNPABax NPO 3104YMHU NPOTU AiTel DasyeTh-
€A HAa TAKUX MPUHUMNAX:

- €MHA TOYKA KOOPAMHALII: MPU3HAYeHHs KOHKpeTHOT 0cobu (KeWc-MeHemkepa /
KYpaTopa), BiANOBIAAAbHOI 33 KOOPAMHALLIKO BCiX B3aEMOLIN MiX BiLOMCTBAMM,

- MprHLUMN MiHIMaNbHUX IHTEPB1O: AUTUHA npoxoauTb amwe OJWMH cninbHui ao-
NuT, 338 NPUCYTHOCTI CNeLianicTa Ta NpeacTaBHUKa NPOKYpaTypM, 3 Biaeodikcauicko (bapHa-
XYC-CTaHAapPT).

- 3axXMWEHNH IHPOPMALIMHWIA NPOCTip: €aMHA Da3a AaHUX 3 PO3MEXYBaHHAM NpaB
DOCTYNY ANA KOXHOMO Y4aCHMKa.

- PerynapHi KoOpAMHAUIWHI HapaaK: MiX yciMa cybekTaMu 3 AOTPUMAHHAM NPOTO-
KONy KOH$IAEHUIRHOCTI.

- baXXaHO NMCBbMOBI NPOTOKOAM B3AEMOAII: HiTKE 3aKpiNNeHHA ponen, NOBHOBAXEHb
Ta OOMEXEHb KOXHOTO YYACHHMKA.

bapHaxyc-Moaenb

bapHaxyc (Barnahus, <byaMHOK AMTUHKM» B NepeKknaai 3 ichaHACbKOro) —
MOfEeNb KOOPAMHOBAHOMO pearyBaHHs Ha 3N104MHKU NPOTH AiTel, po3pobneHa B
lcnavgii y 1998 p. Ta apantoBaHa y BinblIOCTI CKAHAUMHABCEKUX KpaiH. Knio-
HOBWUM NPUHLMN: AMTUHA HE NEPEXOAUTH B YCTAHOBU A0 YCTAHOBM — YCi He-
0bxiagHi daxisui (CNig4yui, NPoKypop, NCUXONOT, MeauK, COUIaANbHUIA NPALLIBHUK)
3BUpaloTLCA B OAHOMY MICLL | AUTMHA NPOXOAMTL AMLLE OAUH AONKUT Y Be3neyHin
obcraHoeui. B YkpaiHi npoeagxeHHs bapHaxycy BigbyeaeTtbca 3 2021 p. 3a nig-
TPUMKU MDDKHAPOAHUX NPOEKTIB.
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9.3. AropuTMm B3aemoaii
NpM BUABNEHHI NOCTPAXAANOI AUTUHU

- Busienenna (0-2 roa): nepeuHHa ouiHka Be3neku, BUKAKMK chneuianicTie, 3abe3ne-
YyeHHs Bezneku);

- OnepatvBHa OLiHKa {0 72 roa): oUiHKa CTaHy, Nepwa NcUMxonoridyHa AonNoMora,
NPW3HAYEHHA NCMXONOra, NEPBUHHMUIA CKPUHIHT,;

- KoopauHauis (oo 5 AHie): BU3HaYEHHA NnaHy B2aeMoAii Ta poner ycix cyb ekTis,
NpeacTaBNeHHA NCUXONOMOM peKoMeHAalUiM No B2aEMOAIT 2 AUTUHOID;

- MNiarotoBKa AMTUHU A0 ONUTYBAHHA (NOACHEHHA AMTUHI/3aKOHHOMY NPeacTaBHU-
Ky/NpeacTaBHULI AMTUHU Npouecy, cTabinizauia NCUXoAOriYHOro CTaHy)

- ONUTYBaHHA AMTUHU (3a METOAMKOK «3eneHa KiMHaTa», Mogennio «bapHaxyc», 3
eifeodikcauieto npouecy);

- MeauyHe Ta NCUXONOTIYHE CYNPOBOMAKEHHS: cTabinizauis, 3BiTyBaHHS.

- 36ip OSINT Ta cyMiXHWX A0Ka3iB: NapanenbHo 3 A0NUTOM, Wob BepudikyBati no-
Ka3aHHA Ta A0NOBHMTU AoKazoey Hazy.

- 3axMCT Ta peiHTerpauia: nigTpUMKa AUTMHKM Ta POAMHM NPOTAMOM YCbOro NPOBa-
DXKEHHA Ta NICNA HBOTO.

9.4. AnroputM MixkBiaomuoi B3aeMoaii
npyu BUABAEHHI AUTUHM, AKA NOCTPAKAANA
a60 MOra NOCTPAXKAATH BHACAIAOK BOEHHOIO 3/I0UMHY

1. BuaBneHHA AMTHHM Ta 3abe3neyeHHa HeBigKNaaHol Ge3nekn

KuM 30iMCHIOETBCA: NpeacTaBHUKAMWU TYMaHITapHUX OpraHizauiin 1a 6yab-akum
CyDEKTOM BUSIBNEHHA Ta/abo opraHisauii couianbHOro 3axMcTy Aitew, aki nepebyBakTb y
CKNALHNX XKUTTEBUX ODCTaBUHAX.

Baxnueo!

BianoeiaHo ao MNMopaaky 3abezneqyeHHn CoLianbHOro 3axuCTy AiTer, aKi nepedyea-
I0Tb Y CKNAAHWUX XUTTEBMX 0DCTaBMHAX, ¥ TOMY YUCAi AiTER, AKI NOCTpaXKAaNK Bif XOpCTo-
KOro NOBOMKEHHS, 2aTBepaxeHoro noctaHoeoo KMY gig 01.06.2020 p. N2 585, cybektamu
BUSIBAEHHA Ta/abo opraHisauii couianbHOro 3axmcTy AiTen, ki nepedyBakwTb Y CKNAAHWUX
XKUTTEBWUX 0BCTABUHAX, € OpraHU AepXaBHOI BMAAM, OPraHM MICLLEBOro CaMoOBPSAYBaHHSA,
3aKnaau OCBiTH, OXOPOHM 3A0POBA, COLIaNBHOMO 3aXMUCTY HAaceNeHHs, iHWI 3aKnagu Ta ycTa-
HOBW, 30KPEMa CTPYKTYPHI Miapo3ainu aepxaaMiHicTpaLii Ta BUKOHABYMX OpraHie pag, 3
NUTaHb OCBITU, OXOPOHW 3A0POB*, COLIANbHOMO 3aXUCTY HACeNeHHs, 3aiHCHeHHA 3aXoMiB Y
chepi 3anobiraHHa Ta NpoTUAii AOMALWHBOMY HACUABCTBY | HACMABCTBY 3a O3HAKOK CTaTi
TOWWO, CNYXKOUM Y cnpaBax AiTeR, LeHTpH couianeHuX cnyxb, daxisui iz couianeHoi poboTi
abo iHWi Hagagayi colianbHUX NOCyr, opraHn HauioHanbHO! NoAniwii, TepuTopianbHi opraHu
AOCHC 1ta nianopagkoeaHi nigpo3ainu, cneuianizoeaHi ycTaHOBU 2 HafgaHHA Be30nnaTHOl
NepBMHHOI NPaBOBOI AONOMOrK, PErioHaNbHi Ta MiCLEBI LEHTPM 3 HAAAHHA Be30nnaTHol
BTOPMHHOT Npaeoeoi aonomoru, Biwpo npaBoBoi AONOMOrW, CyAW, OpraHKM NPOKypaTypH,
YNOBHOBAXEHI OpraHK 3 nNuTaHb Npobauii, iHWwi 3aranbHi Ta cneujanizoaHi cnyxdu nia-
TPUMKHM OCiD, NOCTpaXAANKX Bif AOMALIHBOMO HACMABCTBA Ta HACUABLCTBA 33 02HAKOK CTaTi.
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OcHOBHiI aii:

- OLLiHKa BeznocepenHixX 3arpo3 XUTTIO Ta 3A0POB’H AMTUHU;

- 3abezneyeHHn QiznvHOI Beanekn AUTUHM;

- MOBIAOMMEHHS YNOBHOBAXEHUX OpraHie;

- OpraHi3avis HeBigKNaaHoOi MeaUMYHOT AonoMoru 3a notpebu.

Peaynbrar etany: AMTUHA Nepebyeae y HeznedyHomMy cepenoeuLui, iHpopMauia nepe-
AAaHa BiaANOBIAHUM cnyxbam.

2. MepBUHHA MiXXAUCLUMNNIHAPHA OLHKA NOTPe6 AUTHHM

KuM 38iCHIOETBCA: NCUXOAOMOM, COLIANbHUM NPALLIBHUKOM, NPeACTaBHUKOM CNyxbu
y Cnpaeax fAited, MEAUYHUM NPALiBHUKOM (33 NoTpebu).

OcHOBHiI aii:

- OLIHKa Pi3M4HOro Ta NCUXONOrIYHOro CTaHY AUTUHU;

- BUSIBNEHHA HAaranbHUX notped;

- HaflaHHA NepLoi NCUXONOrIYHOT AONOMOTH;

- BM3Ha4YeHHA NoTpebu B MEAUYHOMY BTPYHAHHI;

- 36ip 6azoB0l iHpopMauii npo obcTaBuHKM Noaii.

Pe3ynbrar eTany: choOpMOBaHO NEPBUHHE PO3YMIHHA NOTPed AMTUHM Ta BU3HAYEHO
HeoOXiaHi 3ax0aM NiATPUMKM.

3. Mpu3HaueHHA KOOPAMHATOPA BUNAAKY Ta OpraHisauia MiXeiaoMuoi B3aeMoaii

KuM 3aiCHIOETLCA: OpraHoM, BiANOBIAANBHMM 33 3aXUCT NPaB AUTUHU (3aNeXHO Big,
obcTaBuH — cnyxkba y cnpaegax AiTen, opraH A0CyA0BOro po3cfiayBaHHa abo Mixaucuunni-
HapHa KOMaHAa).

KoopauHalia 3a6e3nevyeTbca LWIAXOM:

- BM3Ha4YeHHA BigNoBiaanbHoi ocobu (KoopamHaTopa BUNAAKY);

- MpOoBefeHHs MiXBIAOMYOI HapaaK;

- Y3rofXXeHHa ponei BCix 3anydyeHux paxieuie;

- BU3HAY€HHA €AUHOrO NNaHy poboTU 3 AUTUHOMK;

- YHUKHEHHS AybnioBaHHA ONWTYBaHb Ta NOBTOPHOI TpaBMaTU3aLii.

Pe3ynbrar etany: 3aTBEpPAXEHO NNAH B3aeMOAIT Ta BU3HaYeHO BiANOBIAaABHKUX OCib.

4. MiaroToBKa AMTHMHHU A0 NpoueCcYaNIbHUX Aii

KuM 3pifCHIOETBCA: CigunM, NPOKYPOPOM, NCUXOAOTOM, IHWKMMKU YNeHAMKU MiXAMC-
LMNAIHAPHOT KOMaHAMN.

OpraHizawiitHo-npouecyanbHa NiAroToBKa:

- BM3HAYeHHA Yacy, Micus Ta popMaTy NpoBEAEHHS ONUTYBAHHS;

- 3abe3neveHHs obnawryBaHHg Be3nevHoro 419 AMTUHKU NPOCTopY (NPOrHO30BaHO-
ro, NiAroToBAEHOro, KOMPOPTHOro, 6e3 MOXAUBOCTI BTPYYAHHS CTOPOHHIX ocCib) ;

- OpraHisauia eiaeodikcauii;

- Y3rofXeHHA y4acTi BCix HeobxiaHux daxieuis;

- BM3HaYeHHA Nepeniky NMTaHb Ta NOPAAKY iX NOCTAHOBKU;

- O3HAWOMAEHHA 3aKOHHOro NpefcTaBHWUKA 3 0CODNUBOCTAMM MpOBEAEHHNA Npo-
Lenypu.

McuxonoriyHa niaroroBka:

— OLHKa NCUXONONIYHOro CTaHy AMTUHM Ta 1T FOTOBHOCTI A0 Y4acTi B ONUTYBAHHI;

- BUABAEHHA GaKTOPIB, AKI MOXYTb YCKNAAHKOBATH KOMYHIKaLLik;

— HAAaHHA AMTUHI 3po3yMinoi iHdopMmaLii npo npoueaypy;

- 3aCTOCYBaHHA TeXHIK cTabinizauii eMOLIAHOro CTany;

- HaAAHH$ peKOMeHAALIM Woao0 ocOBNAUBOCTER B3aEMOLIT 3 KOHKPETHOK AUTUHOI.
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Pe3ynbrar eTany: cTeopeHo 6e3neqHi yMOBU NS NPoOBEAEHH: ONUTYBAHHS 3 ypaxy-
BaHHAM BiKY, NOTped Ta cTaHy AUTUHM.

5.MpoeeaeHHA ONUTYBAHHA AHTMHM

KuM 3piitcHIoETBCA: DBeznocepefHbo NCUXONOMOM 33 YYACTIO IHWKMX YYACHUKIB, Ne-
peabayeHUx BUMOraMi YUHHOMO 3aKOHOLABCTBA.

OcHOBHiI aii:

- MpOBefEeHHSs! ONUTYBAHHA Y APYKHBOMY A0 AUTUHU CEPEAOBULL;

— BUKOPUCTAHHA METOAMKU «3eneHa KiMHaTa», Mogeni «bapHaxycs;

- Bigeodikcauin onUTyBaHHA,

— MiHIMi3aLig KINbKOCTi NOBTOPHUX AOMUTIB.

Pe3aynbrar etany: oTpUMaHO MNPOLECYanbHO AONYCTUMI CBIAYEHHA AUTUHMK i3 MiHi-
ManbHWUM PU3UKOM peTpaBMaTU3aUil.

6. MapanenbHe AOKYMeHTYBaHHA Ta 36ip AoKasie

KuM 3pilicHIoeTbCA: cniguvmn, npokypopamu, OSINT-aHaniTUKaMK, ekcnepTaMu Ta
IHWWMK YNOBHOBaXEHUMU CyD'eKTaMM.

OcHOBHiI aii:

- 36ip UM poBUX, AOKYMEHTANBHMUX Ta PEYOBUX A0KA3IB;

- aHani3 eigKpUTUX Axepen iHpopMauii;

- nepeeipka Ta Bepudikauia oTpMMaHUX CBiAYEHb;

- opMyBaHHA LiNICHOT A0Ka20B0oi Ha3un.

Pezynbrar etany: nigTeepaXeHHa abo yTOMHeHHA BIAOMOCTEHN, OTPUMaHKUX Nifg Yac
ONUTYBAHHA AUTHHM.

7. MeauuHUH, NCMXOAOTIYHKWIA Ta COLlIANbHUIA CYyNpoBIA

KuM 3giicHI0ETBCA: NCUXONOraMu, MeMHHUMU NPaLiBHUKAMU, COLIANbHUMU CNYXK-
Bbamu, cnyxbamu y cnpaeax aiTen.

OcHOBHiI aii:

- KPU30Ba Ta A0BrocTPOKOBA NCUXOAOTIYHA NIATPUMKA;

- MeaudHa gonomMora Ta peabinitauia;

— OLLIHKA 3MiH Y CTaHi AUTUHMK;

- niaTpuMKa CiM’T abo 3aKOHHMX NpeacTaBHUKIB.

Peaynbrar etany: 2abeaneyeHo HeznepepeHUi Cynposig Ta BigHOBAEHHS Bnarono-
NYY45) AUTHHM.

8. 3aXuCT npae AUTMHM Ta peiHTerpauia

KuM 38iCHIOETLCA: OpraHoM, BiANOBIAANBHMM 33 3aXUCT NPaB AUTUHU (3aNeXHO Big,
obcTaBuH — cnyxkba y cnpagax AiTen, opraH A0CYA0BOro po3cfiayBaHHa abo Mixaucuunni-
HapHa KoOMaHA4a).

OcHOBHiI aii:

— MOHITOPUHI AOTPUMAHHA NPAB Ta HAMKpaLLMX IHTEpeCiB AUTUHM,

- NiaTpPMMKA Nig Yac KpMMIHANBHOTO NPOBAAXeEHHS;

- CMPUSIHHA NOBEPHEHHIO A0 HABYAHHS, COLIANbHOMO CEepefoBUILA Ta 3BMYHOMO
KUTTA;

— OpraHi3auis AoBroTpMBanoi NiATPMMKKM 3a NoTpedu.

Peaynbrar etany: BigHOBNEHHS BigYyTTa He3neku, couianbHoro dyHKUIOHYBaHHA Ta
CTabiNbHOCTI XUTTA AUTUHM.
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PO341/1 10. MPAKTUYHI IHCTPYMEHTU

10.1. Yek-nucr sukopuctanng OSINT (npnbansHuii)

YEK-IUCT: OSINT-pozcniayBaHHA y cnpaBaxX Npo 3M104MHH NPOTH AiTeH

BU3HAYEHO KOHKPETHY METY MOWYKY Ta WO CaMe WyKaeTe

BcraHoBneHo izonboBaHe poboye cepepoeulle (okpemMuin Opayzep, VPN, sHeocobne-
HUM aKayHT)

XKoaHux NnepcoHanbHUX akayHTIB He BUKOPUCTOBYETLCA A9 OSINT-nowyky

Bci aii dikcyoTbCa y XypHani po3caiayBaHHa (0aTa, 4ac, MeToa, pe3ynsraT)

[pyu BUABNEHHI MaTepiany: nepw 3a Bce 3adikcysati URL Ta MeTapaHi (no 3aBaHTa-
XKEHHA)

Xew-cyma danny obuncneHa Ta 3anucara NMNEPEL 6yab-akumu aismu

OpuriHanbHuir ¢pann 30epexxeHnin y He3aMiHHOMY BUIAQAi HA 3aXULWEHOMY Hocil

[poBeaeHa reonokauinHa sepudikauig (3iCTaBASHHS 3 CYNYTHUKOBUMU 3HIMKaMK)

[poBeaeHa xpoHonorivHa eepudikauia (aHani3 TiHeH, MeTafani, nepexpecHi axe-
pena)

Matepian niaTeepaXeHWin MiHIMyM ABOMA HE3aNEXHUMU AXepenamu

CknaaeHni NpoTOKON OrAARY €AEKTPOHHOMO A0Ka3y BiaNoBigHO a0 ¢T. 99 KK

3anyyeHur cnevianict abo NpuaHaveHa ekcnepTH3a (Y pasi CKNagHUX TEXHIYHKUX NK-
TaHb)

NaHugor 36epiraHHs A0Ka3iB 3340KYMEHTOBaHWUI Bif MOMEHTY BUABAEHHS

Matepianu, wo ineHTudikyoTe AUTHHY, HIKOJIM He nepenaBanucsa He3axulLeHWMH
KaHanamu

al ool ojoogol oooo OOoo OO0

byab-saki MaTepianu i3 CRSV-koHTEHTOM nepeaaHi Ao cnewianizoBaHoro niaposainy
6e3 3aBaHTaXKEHHSN

10.2. YeK-nucT 3axXUcTy KOHdineHUiHHOCTI

YEK-JIUCT: KondiaeHUiAHICTL Y cnpaBax Npo 3104MWHHW NPOTH BiTeH

Bci MaTepianu cnpaeu 36epiraotbca y 2axXMLEHOMY cepeaoBuLL 2 0BMeXeHUM a0-
CTynom

Cnucok ocib 3 oocTynom Ao iHdhopMauii Npo AMTUHY 330KYMEHTOBAHHWIA Ta aKTyanb-
HUM

byab-ska nepepaya iHpopMauii dikcyeTbCa y XypHani 3 NiANMCOM ofepxyBaya

Ocobucti pani autvHu HIKOSIU He nepepaloTbcs Yepes He3axuILeHI MeceHaXepu

My6nikauii npo cnpaBy y3rof)XeHi 3 NPOKYPOPOM i He MICTATb iAeHTUDIKYIOUYMX Aa-
HUX

®oTorpadii AUTUHKM 3HeocobneHi (poaMUTI 0BAKMYYA, NpubpaHi ineHTUdIKaTOpK)

[cMxonor/HA 3any4eHUn 40 BCIX KOHTAKTIB 3 AUTUHO

aoagal ooago o g«

MpUHLUN ‘HeoBXiAHOrO 3HAHHA' 3aCTOCOBYETLCA A0 KOXHOT 0CO6U B KOMaHA|
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duTHa Ta ii poanHa noiHdopMoBaHi Npo Te, XTo Mae A0CTyN A0 iHdopMaLii

MexaHi3M oCKapXeHHA A CyDEeKTIB AOCTYNHWIA AMTUHI Ta 11 NpeacTaBHUKAM

Yci 30BHIWHI napTHepu (HYO, Meaia) nignucanu yroan npo KoHdiAeHUIRHICTE

Oogigig

Matepianu 3aKpuTu Big, NybnivHoro aoctyny

10.3. Yek-nuct Pikcauii uudposux aokasis

YEK-JIUCT: Qikcauin uidpoeux AoKasie

URL / appeca cTopiHkn 3adikcoBaHa y NOBHOMY BUrASLI

[laTta Ta yac dikcauii 3an1caHi 3 TOYHICTIO A0 XBUAUHU {dac UTQ)

CKpiHWOT NOBHOI CTOPIHKKU 3pobneHuit iHCTpyMeHTOM (He nmpocTto PrintScreen) -
MicTutb URL

OpurinancHui $anin (Biaeo, PoTo, AOKYMEHT) 3aBAHTAKEHUIA 3 MEeTafaHNMMM

Xew-cyma MDS 1a SHA-256 obuncneHi Ta 3anmcaHi

CropiHka 3aapxiBoBaHa uepes archive.org abo archive.is

MeTtapaHi danny (EXIF, Biaeo3zaronoeok) BunpaeneHi Ta 3a40KYMEHTORAHI

Maitn 30epexeHnn y opuriHansHoMy ¢opmati 6e3 KoHeepTauii

®ain po3MiLLEHWI HA 3aXMULLUEHOMY HOCIT 2 XXYpPHANoOM A0CTyny

[poToKOA OrNALY eNeKTPOHHOTO A0KA3Y CKNageHWH BianoBiaHo Ao eumor KIK

NaHugor 36epiraHHs 3a0,0KYMEHTOBAHWIA: BUABMB — 3adiKCyBaB — Nepenas (Aath, nig-
nUcH)

a| Oogooogonl OO0«

Lybniooyi konii 36epirakoTbca Ha ABOX HE3aNEXHUX HOCIAX
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AOAATOK A.

NPOTOKOAN OrnAaAY BEb-CTOPIHKMU

JOKYMeHT € 3pa3KkoM i niansarae aganTauii 4O KOHKPETHUX 06CTaBUH NPOBAAXKEHHS.

NPOTOKON Oornaay BEb-CTOPIHKM

HoMep KpUMIHaNbHOIO
NPOBAAXKEHHS:

[aTta cknapgaHHg NpoTokony: «_» 202_p.
Yac nouatky ornaay: rop. XB.
Yac 3akiHYeHHs ornagy. romg. XB.

Cniauunia/ua (N16, nocaaa, nigpo3ain):

Cneuianict/ka ([11b, kBanidikauig):

URL eeBCTOpiHKY, WO OrN9aa€eThCs:

Hata Ta yac nybaikauii matepiany:

Hazga nnatdopmu / BebcanTy:

ABTOp/06niKOBHIA 3anUC:

Onuc BMicTy BeBCTOpPIHKM:

MeToga dikcauii:

O Ckpidwort [J ApxieyBaHHs (archive.org)
(] 3aBaHTaxeHHa danny

Xew-cyma daviny.

IMa dainy Ta wnax 36epiraHHs:

Jonatku 4o npoTokony:

O CkpiHworu O ®ainu O 3BiT apxiByBaHHA

Mignuc chipyvoro/yoi:

Mignrc cneudianicta/Ku:

AOAATOK b.

NMPUKJIAL OIKCALIT LUDPOBOIO AOKA3Y

Hux4e HaBeAEHO NPUKNAL 3aNOBHEHOMo apkyla ¢ikcauii uMgpoBoro AoKasy Ha oc-

Hoei Berkeley Protocol.

Mone 3HaueHnA (NpuKnan)

ID pokazy: UA-2024-KH-0042-0SINT-001
Tun pokasy: Bineodain

Dxepeno: Telegram-kaHan @priklad_kanal
URL: https://t.me/priklad_kanal/1234

uii:

Hata 1a yac nybnika- 15.03.2024,09:47

[ata Ta vyac ¢ikcauii: 15.03.2024,14:23

Kum 3agdikcoBaHo

IBaHeHko LI, cnigumii Bigainy N2 1, F'YHI B XapkiBcbKii 0bn.
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MeToga dikcauii:

3aBaHTaxeHHA Yepes yt-dlp; apxiByBaHHA Yepes archive.is

IMa danny: UA-2024-KH-0042 _telegram_15032024.mp4
Xew MD5: d41d8cd98f00b204e3800998ecf8427e
Xew SHA-256: e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca4

95991b7852b855

Pe3ynbTat reonokauii:

Migreepaxero: eyn. LLKinbHa, M. Xapkis (52.9651° N,
36.2310° E)

Pe3ynbTaTt XpoHonoriy-
HOI Bepudikauii:

MigreepaxeHo: 4ac 3WoMkM Bignosigae 09:30-10:00
15.03.2024

MNepexpecHa sepudi-
Kauja:

AHanoriyHe Biaeo BUaBNeHO Y 2 iHWKX gxepenax (ID:
OSINT-002, OSINT-003)

CraH danny: He3amiHHUIA opuriHan; konii: CD-auck (cerd Bigainy), 3axuiue-
HWIA cepBep
Noaanbwi aii: [pU3HaYeHa KOMMKIOTEPHO-TEXHIYHA EKCNePTU3a; A0NYIYSHO

L0 MaTepianis cnpasu

AOAATOK B.

YEK-NUCT NCUXONOTA/NCUXONOTUHI

NMEPEA] NPOBEAEHHAM ONUTYBAHHA AUTUHU/3AKOHHOIO
NPEACTABHUKA/NPEACTABHUL ANTUHU

U MNpoBeaeHa NepBUHHA NCUXOAOTIYHA OUIHKA CTaHY AUTHUHM

00 Bu3Ha4eHWH piBeHb PO3BMUTKY AMTMHMU Ta i 3AaTHICTb A0 BepbanbHOIo CiAKYBaHHA

O OuiHeHWH piBeHb TPUBOTU Ta FOTOBHOCTI A0 KOMYHIKaUIT 3 A0POCAMMHU

O NiarotoBneHo 6ezneyHe, HeTpanbHe cepeaoBULLE ANS ONUTYBAHHS

O Chiauni npoiHpopMOBaHMI NPO NCUXONOTIYHI OCOBANBOCTI KOHKPETHOI AUTUHM

O ANTUHI/3aKOHHOMY NPpeACTaBHUKY/NpeacTaBHULI ANTMHW NOSCHEHO Npouec, Ha-
ZAHO BiANOBIAi HA 3aNMTAHHA Ta HEOOXiAHI pO3 ACHEHHS

O McuxonorivyHuin CTaH AUTUHM CTabiNi30BaHO
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NPAKTHUYHI 3ABAAHHA AN CAMONEPEBIPKU

AOAATOKT.

NMPAKTUUYHUA TECT | BNPABU ANA 3AKPINAEHHA 3HAHDb
TA POPMYBAHHA HABUYOK Y POBOTI 3 AITbMMU,

AKI NOCTPAXAANU BIA BOEHHUX 3N104YUHIB

bnok 1. KoH}iaeHLiMHICTb Ta 3aXUCT AAHUX AHUTHHM

1. IkMM € NpUHUMN, WO BU3HAYAE NPIOPUTETHICTD ¥ BCiX PilUEHHAX WOAO AUTHHM Y
KPUMiHANbHOMY NPOBAMAXEHHI?

a) NPUHUMN HEYXUABHOIO AOKYMEHTYBaHHS

6) NPUHUMN HAWKpaWMX iHTEPECiB ANTUHU

B) NPpUHUMN eDeKTUBHOCTI NPOBaAXEHHA

I NPUHUMN NYOATYHOCTI CYyAOMMHCTBA

NpasuneHa sidnosids: 6)

XKodHi dokazu ma npouecyansHi IHmepecu He Maiomb hepesaxamu Had besneko ma
dobpobymom dumunu (cm. 3 Koxsenuii OOH npo npasa dumunu).

2. Wo po3yMieTbCa Nig peTPpaBMaTH3aLLICIO Y KOHTEKCTI PO6OTH 3 AiTbMH — NOCTPaX-
DANUMM BiD BOCHHHX 3N04HHIB?

a) di3uyHe NOWKOAKEHHA Nid Yac ornagy

6) NOBTOPHE NepeXxuBaHHs TPAaBMATUYHOIO A0CBIAY BHAcNiaoK Ain daxisus abo
30BHILLHIX CTUMYAIB

B) BiAMOBA Bif NCUXOAOTIYHOI AONOMOTH

r} noripweHHA QisnYHOro CTaHy AMTUHU

MpaenabHa eianosiab: 6)

ffosmopHe nepemusaHHs mpasmamuynozo 0ocsidy (Mowe bymu binott IHMeHcUsHe,
HDK nepeuHHe), wo Moxe Bymu ChPoBOKOBAHE HEKOPEKMHUMU 3anUMmMaHHAMU, NOKazoM gomo-
epagii 3 micys nodil, npUCYMHICMIO 8eAILKOI KifTbKOCMI He3HaoMUX Qopocaux mowo.

3. flka 3 HaBe AeHUX AN € TPYOMM NOPYLWIEHHAM KOH)IAeHWIRHOCTI AUTHHK?

a) BHECEHHS AAHUX AUTUHMN 40 3aXMLLEHOI CUCTEMU 3 ODMEXEHUM AOCTYNOM

6) nepeaaya iHpopMauii Npo AUTUHY Konesi yepes NybnivyHui MeceHmKep

B) 3HEOCODNEeHHs AaHWUX Nepes NiAroToOBKOK 3BiTy

r) 36epiraHHs MaTepianis y cetidi 3 obMexeHUM focTynom

MpaenabHa eianosiab: 6)

flepedaya idenmudikyroytix OaHux Yepes Hezaxuwerut nyonidHull KaHan € npaMuM no-
PYWeHHSM 3aKkory YKpainu «[1po 3axucm nepCoHanbHUX 0anux» i Mowe npuszgecmu 00 iQeH-
mugikayii Qumuru ma 3azposz ii bezneul.

baok 2. Mcuxonorivyni acnekTH poboTH 3 AiTbMH

1. lKa 3 HaBe AeHUX peaKuii AUTHHHU € HOPMANBHOIO PpeaKLli€lo HA TPABMY?

a) perpec y nosefiHui (HiYHe HETPMMAHHS Cevi Y CTapwoi AUTUHM, CTPAaX TEMPSIBU)
6) noripleHHn ycniWwHOCTI y WKoni

B) CoUianbHe Bigvy)eHHA Ta HebaxaHHA CNiNKYBaTUCA

r} yci nepepaxosaHi

MpaenabHa eianosiab: r)
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Yei nepepaxosani peakyii € HOPMABHUMU PEaKUiamMu Ha HEHOpManbHi oBcmasunu. x
HagsHicme c8iduuMs NPo me, WO NCUXiKa OUMURL HAMA2aEMbLCa BNOPAMLUCcS 3 nepesanma-
wenHamM. [lamonozizayis yux peaxuyiti MoXe nOCUAUMU cmaH OUMUuHU.

2. ki 3anMTaHHA € HeNPUNYCTUMMMMU NiA Yac NePBMHHOIO KOHTAKTY 3 AMTMHOK -
NOCTPAaXKAANO0I0 BiA BOEHHMX 3/1I0MHHIB?

a) «fk Tebe 3BaTU?»

6) «Tv ronogHun/ronogHa?»

B) «<BoHu Tebe Bunu, 4n He Tak?»

r «Me 1061 3py4HO CUAITU?»

MpaeunbHa BigNoBIAbL: B)

«Boru mebe bunu, yu He Mak?» € HABIGHUM 3aNUMARHAM, WO MICMUMmMes 8idnosids, a
Makow npamo gidcunae do mpasMamuyro2o docsidy SumuHu.

3. fike 3 TBepAKeHb npo NMTCP y aiTeit € XMOHHUM?

a) NTCP Moxe nposenatnca yepes Micaui abo poku nicnsa TpaeMaTUYHOI NOAIT.

6) V piter MTCP 2apxam BUABANETECA TAK CAMO, 9K Y AO0POCIUX.

) [IMTMHa MOXe «NOBTOPHO NporpaBaTh» TPaBMy y rpi.

r Cumntomu MNTCP MOXYTb BKAKYATHU perpec y po3BUTKY.

MpaeunbHa BignoBiAL: 6)

Le xubrne meepdwennsa. [TTCP y dimel yacmo npossasemecs iHakue, HX y dopocaux:
Yepes pe2pecusHy NosediHKY, poiboeai i2pu 3 8i0MBOPEHHAM MPASMaMUYHUX CUeH, COMamuyHi
cKapeu, NOpyLeHHs CHy ma nogedinkosi 3MiHu.

Baok 3. MixeigomMua B3aeMofif Ta ponb NcUxoaora

1.Y akoMy pazi Ncuxonor Moxe ByTM NPUCYTHIM Nia 4ac ONUTYBAHHA AUTUHMU CAIAHUM?

a) 3aBxAu, 9KWO CNig4YMH BBaAXAE Le KOPUCHUM

6) Akwo € BignoeigHa NnpouecyanbHa NiacTaBa i Ue BiANOBIAAE iHTepecaM AUTUHM

B) J/luwe aKwWo AUTMHA 0COBUCTO NPOCKTL NPO Le

r) Hikonu — ncuxonor i cnigvun He MOXyTb BYTH 0gHOYaCHO NPUCYTHI

MpaeunbHa BignoBiAL: 6)

KIIK Ykpairu nepedbayae 0608493k08y ydyacms nedazoza abo ncuxonoza nid yac donu-
my HenosroMiIMHLO2O csidka (cm. 226 KIIK).

2. XT0 BM3HaYaE MOMEHT, KO/IM AUTHHA NCUXOIOTIYHO roTOBa A0 YHACTI ¥ CAIAUMX
Aiax?

a) CNipYui, BUX0AA4M 3 NOTped NPOBaAXKEHHS

6) 6aTbkKn ab0 3aKOHHI NpeacTaBHUKU AMTUHK

B) NCMXOMON, HA NiACTaBi OLHKW NCUXOAOTIHHOMO CTAHY AUTHUHU

r Nnpokypop

MpaeunbHa BigNoBIAbL: B)

llcuxonoziyra 2omosHicme dumunt 8o yyacmi y criduux Qisx 8U3HAYAEMbCI NCUXONO0-
20M Ha nidcmasi oyirku it cmany.

Brok 4. KopoTKi npakTUuHi 3aBAaHHA
3aBaaHHAa 1. [1poynTaiTe KOXHE 3anuTaHHA. BU3HauTe: € BOHO HaeigHWM (H) 4K
BiakputTum (B)?

N2 |3anuTanHA ™nN (H/B)
1 |BiH xe epapvs Tebe, npaeaa?
2 | PO3Ka¥M MeHi, Wo Tpanuaoca.
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Tu  Bayvuna ue Ha BNacHi ovi?
AK T cebe novyBacw 3apas?
Lle ctanoca BaeHb, Tak?

o T namaraew 3 Toro AHA?

(= N RV, B LW

3aeaaHHA 2. [1pounTanTe onMc Aii ¢axisua. 3HaMAITb | HA3BITb HE MEHLE TPbOX
NOMUAOK:

Onuc:

Cnidyuli yeititios 0o kiMRamu pazom i3 dgomMa Konezamu. Ha cmoni newas naaniiem i3
Mamepianamu cnpasy. Bin 3sepHyscs 0o §8-pivnozo xnonduka: «[lpusim! Mu mym, w06 mebe
zaxucmumu. Po3kawu Ham yce, o baytie mozo OHs, | Binbiie Hikomy He mpeba byde ue nu-
mamu. Tu % xovew, o6 nozarux modell nokapanu?y Konu xaonquxk 3aMosdas, cnidvuli dodas:
«He Giiica, mym yci ceoi».

3aeaaHHA 3. BnpaBa «3ynuHUCH | nepesip»

Meta: ChopmyBaTH 3BUUKY NEPEBIPATH BAACHI Aii HA NnpeaMeT AOTPUMAHHSA KOHDI-
AeHUIAHOCTI ANTUHM

OnuwiTtb (MTMCbMOBO) OAHY peanbHy abo TMNOBY CUTYaUIl 3i CBOET NPAKTUKK, Ae Bu
nepeaanu abo otpuManu iHpopmauire Npo auTuHy. MoTiM AaiTe BiANOBIAI HA NUTAHHS:

1) XT0 we, KpiM MeHe, 3HaB Npo W0 iHGopMauie? Y4 BCi BOHM Maau Ha Le NpaBo?

2) Yepes gkuii KaHan nepeaaBanacs iHdopmauis? Yu OyB BiH 3axMWEHUM?

3) Yn 6yna 3roaa AUTUHKM (360 3aKOHHOIO NPEACTABHUKA) HA Nepeaayy UMX AaHUX?

4) Lo g 3pobus(na) 6M iHaKwe CborogHi?
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AOAATOK 4.

MAaTb NPAKTUYHUX BNPAB ANA 3AKPINAEHHA TA
3ACTOCYBAHHA 3HAHDb Y POBOTI CALAYUX, NPOKYPOPIB,
COUIANBHUX NMPALIBHUKIB | NTCUXOANOTIB Y CMPABAX MNPO
3104MHU NPOTU AITENA B YMOBAX 36POMHOIO KOH®NIKTY

1. TECT I3 BUBOPOM BIANOBIAI

PU3KKM nopywieHHA KoHPiaeHLINHOCTI nocTpaxaanol
DMTHHH

OpieHTOBHMI Yac: 5 xBUAWH | Po3ain nocibHuka: 3.3-3.4

CATYALLIA

KypHanicT 3BepTacTbCs A0
COLianbHOTO NpPaLiBHUKA 3
NPOXaHHAM HapaTh ¢oTo
Ta iM'9 AUTUHMK, AKa Byna
€BaKyWOBaHa 3 OKYNoBa-
HOi TepuTOpii Ta nepeby-
BAE Nij, ONiKOK OpraHis
3axmucTy. KypHanicTt no-
SCHIOE, WO X04e 3p0obUTH
«NO3MTUBHKWIA MaTepian
Npo NOPATYHOK AiTen» i
3aNeBHAE, WO PO3MUE 00-
nnyya. flocyaose nposa-
IXKEHHA TPUBAIOTD.

fika aia conjianbHoro npauiBHMKa € npasomipoto ianoeigho ao Hopm KIK Ykpai-
HH Ta 3aKoHY «[1po 3aXUCT NEPCOHANBHHX AAHUX»?
Obepims odHy npasunsry gidnogids. [lozHaqyme subpaHud sapiaHm.

A. Hapatn posmute GOTO Ta 3aMiHUTH iM'A NCEBAOHIMOM — XYPHAANICT BCe OOHO He

3MOXKe iaeHTUdIKYBATU AUTUHY.

b. BiamoBuTH y HapaHHi Byab-akoi iHhopMauii Ta po3ACHUTM, WO AOCTYN A0 MaTe-
pianis cNpaBy MOXMMBUI JIMLLE 32 A03BONOM cnifvoro abo npokypopa BiaANOBIAHO A0 CT.

222 KNK.

B. Hapatu 3aranbHy iHpopmauilo 6e3 KOHKPeTUKKM — HA3BY PEerioHy Ta BiK AUTUHMU —
OCKIiAIbKK L He € iaeHTUDIKYIOYUMN JaAHUMM,

I. NepeHanpaBUTU XYPHANICTAa A0 peYHUKA Noniuil, nepeaasLuy Womy ganin i3 Mate-
pianamMu ona NigroToBKM BianoBiai.

Mosa signosiab:

HOTATKH / OBI'PYHTYBAHHA BUBOPY
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2. BCTAHOBJIEHHA NOCNIAOBHOCTI
Anroputm OSINT: npaBMALHMIA NOPAAOK AiA NpU
¢ikcawii umpposoro AoKasy

OpieHTOBHMIA 1ac: 7 XxBUAKMH | Po3ain nocibHuka:
6-8, Berkeley Protocol

CATYALLIA

Cniaumn BUABKB ¥
Telegram-kaHani Bigeosa-
nuc obcTpiny wkonu. Bineo
NOTEHLINHO MICTUTb A,OKA3U
BOEHHOTO 3n04MHY. Heobxin-
HO NPaBWbHO 3adiKCyBaTH
Leh MaTepian BiANOBIAHO A0
Berkeley Protocol Ta Bumor
KIMK Ykpainm.

PoacTapTe KpoKH dikcawii undppoporo aoKazy y npasuAbHiM XpOHONOTIUHIA nocAi-
DOBHOCTI. BIMWIiTh NiTepy KpoKy B NpOHYMepoBaHi paaKH NpaBopyy.

fTiokaska: cnovamky gikcayis bes 3miH — 30epexenHs = nidmeepdMieHHa asmen-
mu4Hocmi = gepudikaiia = npoyecyanvHe 0QOpMAEHHS,

KPOKH AnA BnoPAOKYBAHHA

A. 3aBaHTaXXMTH BifEO Ta NepeaaT Koneram ans neperngay

b. 3adikcyBaty URL Ta vac nybnikauii 6e3 3aBaHTaxeHHs dainy

B. Cknactu npotokon ornagy enekTpoHHOro Aokasy (Ct. 99 KNK) ta ponyuutu oo ma-
Tepianis cnpasu

I 36epertv opurinanbHui Baitn 6e3 3MiH Ta 0buMcnuTH xew-cymy (MD5/SHA-256)

L. MpoBecTy reonokaviinHy Ta XpoHONOrivYHY Bepudikauio

E. [MepeTtsoputy dainn y 3pyqHuin popmat ans nepernagy

NMPABUJIBHA NOCNIAOBHICTD

Kpok:
Kpok:
Kpok:
Kpok:

/\ 3sepHims yeazy: 08a KpoKku 3 nepesiKy € HenpasunbHuUMy i He Maroms exodumu
do nocnidosHocmi.

HOTATKH / OBI'PYHTYBAHHA BUBOPY
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3. CUTYALUMHE NPUAHATTA PILLEHD - 3 KPOKH
MixeiaoMya B3aeM0AIa NPH BUABACHHI NOCTPaXKAANOI
AMTHHH

OpieHTOBHUMH Yac: 8 xBUAMH | Po3ain nocibHuka: 1.1,
3.3-3.4,9.2

CKNAOHWUA CUEHAPIHA

OuTUHa 9 pokiB aocTae-
fNleHa Ao AikapHi nicnga
dinbTpauitHuX npoueayp.
JUTUHA MOBYMTb, AEMOH-
CTPYE «3aBMUPaHHAY, CTPaXx
NPW KOHTAKTI 3 AOPOCUMMU.
(nipunin xode npoeecTH
AONUT HEraiHo, MefuK —
3DIACHWUTH ornsA,
NCUXONOT — OLIHUTH CTaH.
baTbKku BIACYTHI.

Alna KOXXHOro KpoKy cueHapitlo 06epitb 04HY NpaeuAbHY aito (A, b, B a6o IN). Mo3na-
yTe BUGpaHHi1 BapiaHT y noni «<Mon BianoBigb».

Kpok 1 MNepuwi 2 roaMHM nicna BUABACHHA AUTHHH

Cniguuit HanonAra€e Ha HeraHOMy AONMTI AUTHUHM LWOAO 06CTaBMH PinbTpauii. Bawi
Ail 1K KoopaHHaTOpa cnpaBu?

A [o3B0NMTH AONKUT — AOKA3M MOXYTb OYTU BTpaveHi

B 3ynuHuTK gonut. Hapatv nepy ncuxonorivHy gonomory. [lonut — He paHiwe 72
rOAWH i AKLLE NICAS OWIHKKA CTaHy NCUXONOrOM

B lNpoBecTy HEHaBA2AKMBO pO3MOBY 3i CNig4YMmM Bes odilinHoro AonuTy

I MoyekaTn noeepHEHHS BaTeKiB, HIYOro He pobUTK

Mos BianoBiab (kpok 1):

Kpok 2 OnepaTtuBHa ouiHKa (ao 48 rop)

Meamk xoue npoBecTM NOBHMI1 CYAOBO-MeAHYHUIA OTAAA Ta NepeaTM BACHOBOK A0-
CAiAMXeHHA Y BIAKPHTHMIA BiAOMUYMIA YaT ANA ONepaTMBHOIO iHPOPMYBaHHA.

A [o3B0onMTH Nepepady y 4aT — Ue fnle MiXK Koneramu

b 3abopoHUTH Nnepenayy y BiAKPUTUIA YaT. MeAUYHMIA BUCHOBOK — fIMLLE 3aXULLEHMU-
MW KaHanamm, 2a NUCbMOBUM 3anuToM cniadoro (cT. 222 KI1K)

B MNepeaatv AMwLe YaCTUHY — 3aranbHWUM BUCHOBOK De3 feTanen

I BiaknacTu nepefady A0 3aBepLUeHHs ornaay

Mos BianoBiab (Kpok 2):
Kpok 3 NiarotoBka A0 onMTYBaHHA AUTHHM (Nicna cTabinizawii craHy)

Mcuxonor pekoMeHAye NPOBeCTH ONMTYBAHHA 33 Moaeanio «bapHaxyc». Mpokypop
HaNoAAra€ Ha 3BMYaHHOMY AONUTI LIBMAKO AAA €KOHOMIT Yacy. 1K BUMHMTH?
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A [ToroaMTUCh 2 NPOKYPOPOM — ePeKTUBHICTb PO3CAiAYBaHHA BAXAMBILWA

b poBecTu ABa OKpeMUX OMUTYBAHHA — A1 NCUXONOra i ANa CRiacTBa

B Hanonaratv Ha npoBeaeHHi A0NKUTY 3a BiANOBIAHOW Mogennto y BezneyHomy ce-
penoBMLLI 3 NCUXONOTOM, Bigeodikcauli€el, 3a y4acTo nepeabadyeHnx 3aKOHOAaBCTBOM 0Cib

I MpUzHauUTV We 0AHOro NCMXoNOra AN NPUCKOPEHHS MpoLECy

Mos BianoBiab (kpok 3):

4, 3SANOBHEHHA NPONYCKIB
Mpaeoea 6aza: KAOYOBI HOPMK Ta NpoLEAYPH

OpieHTOBHMH Yac: 6 xeunuH | Pozain nocibHuka:
2.4,3.3-3.4,9.2

IHCTPYKLLUA

BcTaBTe ¥ Nponycku NpaBuUAbHI
TepMiHM, HOMepH CTaTen

abo Ha3BuW CTaHAApTIB.
BUKOPUCTOBYHTE TOUHI
KRPpUANIHI GOPMYNIOBAHHS.

3anoBHITb YCi NPONYCKM Y PeUEHHAX HHXKYeE,
fTiokaska: ceped sidnosidetl - «222», «232», «He3QKOHHUM>», KGHOHIMIZaYif», «nceedo-
Himizayis», «Berkeley Protocoly, «gideozanucy», «00uH», «CRIGH020, NPOKYpOpa ma nCuxono2ar.

1. TaeMHMUA OOCYAOBOro pO3CAIAYBAHHA 3aKpinneHa y CTaTTi KINK Ykpa-
iHW. Po3ronolweHHa BiAOMOCTEM AOCYAOBOrO poO3cCniayBaHHA Oe3 po3Bony cnigyoro €

2. be3noBoOpPOTHE NepeTBOPeHHA IAEHTUDIKYIOUUX AAHMX AUTUHU TAKUM YUHOM, WO
BOHA He Morna OyTn ineHTMGIKOBaHA, HA3MBAETHCA , @ 3aMiHa AAHUX
YMOBHUMM KOAaMK Npu 36epexeHHi kova BianoBiaHOCTI - .
3. MixxHapoaHvi cTaHaapT npoeeaeHHs umdposux OSINT-poscnigyBaHb ana uinemn
npaBocyaan, po3pobneHuii YHisepcutetom KanigopHii Ta YBKIJT OOH (2022), HazuBaeTbea

4. [lonUT ANTUHK, AKA € CBIAKOM ab0 NOTEpPNIANUM, peKOMEHAYETLCS NPOBOAMTH i3 3a-

CTOCYBaHHAM Ta B CneuianbHo obnaaHaHOMy NPUMILLEHHI (BiANOBiAHO
Ao CTaTTi KMK).

5. BianoeigHo no bapHaxyc-moaeni, AMTUHA MAE NPOXOAUTH anuwe JLONUT, 33
yyacTi B OAHOMY MiCL.

HOTATKH
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5. BNIOPAAKYBAHHA AJITOPUTMY
MpaBuabHMiA nopaaok eepudikawil OSINT-MaTepiany
ANnAa YAy

OpieHTOBHMI Yac: 6 xBunuH | Po3ain nocibHuka: 6-8,
cT. 99 KK

3A0AYA

Cnipunin oTpuMae
NOCMNAHHA HA Bigeo B
couianbHii Mepexi, Wo
HIBUTO QikCcye penopTauio
YKpaiHCbKMX aiten. f[lnga
TOro, Wob uer Matepian
CTaB AONYCTUMUM
AOKA30M Y KpPUMIHANbHOMY
NPOBAaMKEHHI, NOTPIOHO
BWKOHATH NEBHi KPOKK Y
CYBOPOMY NOPSAAKY.

MpoHyMepyiiTe HaBeAeHi HIKYEe KPOKH Y NPaBWIbHOMY XPOHONOTYHOMY NOPAAKY
(Bin 1 no 6), BnMcaBLM LHGPY B NOAE AIBOPYY Bifl KOXXHOIO KPOKY.

Mlidkazka: cnoyamky Qikcauia = 36epexerHs = niomsaepduerHHn = sepugikayia =
nidmeaepdienis 3 0sox dwepen = npouecyansHe opopmaeHHs.

MNpoeecTu reonokauinHy sepudikauire (3ictaBneHHa 3 Google Earth, cynyTHuko-
BUMM 3HIMKaMW)

3adikcyBatn URL Ta MeTapaHi ctopiHku 6e3 3aBaHTaxeHHs danny

CKnacTy NpOTOKOA OrNaay enekTpoHHOro aokasy (cT. 99 KIK) ta aoayumt Ao
MaTepianie cnpaeu

O6YMCNUTH Xew-cymy opuriHanbHoro ¢anny (MD5 / SHA-256) Ta 3adikcyBatu

30IACHUTH NepexpecHy BepudikaLilo Yepes ABa HE3aNeXHUX Axepena

36epertu opMriHanbHUii ain Ha 3axMWEeHOMY HOCiT 6e3 KOAHUX 3MiH

HOTATKH / OBI'PYHTYBAHHA
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KAlou BIANOBIAEN

MpaBuAbHI BIANOBIAI, NOACHEHHA Ta HOpMaTMBHA 6a3a.
BinkpuBath AuLWwe NiCNA BUKOHAHHA BCiX 3aBAAHDb

1. PU3MKH nopylueHHA KoHdiaeHuiitHoCTI

v lNpaBunbHa BignoBiab: b — BiaMoBuTH y HapaHHI 6yab-gKoi iHdopmauii Ta posac-
HUTH, WO AOCTYN A0 MaTepianiB cCNpaBu MOXMBMA NULLE 32 AO3BONOM CAig4oro abo npo-
Kypopa BianoBiaHo no ¢t 222 KIK.

BinnoeiaHo ao ct. 222 KINK YkpaiHu, BiAOMOCTI A0CYA0BOro PO3CAifYBaHHA € TAEM-
HULEKD Ta MOXYTb 6yTH posroaolweHi avwe 3 f03BoAy criavoro abo npokypopa. Couians-
HWIA NPaLIBHUK HE MAE NOBHOBAXXEHb CAMOCTIMHO BUPILUYBATH NMUTAHHA HafaHHA 6yab-aKUX
MaTepianiB cCNpaBu CTOPOHHIM 0C06aM — HaABITb Y 3HEOCOBAEHOMY BUINALAIL

YoMy iHWi BapiaHTM HenpaBunbHi: BapiaHT A - po3MuTe GOTO B NOEAHAHHI 3 KOH-
TEKCTOM CNPaBK MOXE A03BOAUTU HenpaMmy ineHTUdikauilo; byab-aka nepepava Matepianis
6e3 n03BONY CAIAYOrO € NOPYLWEHHAM. BapiaHT B - perioH Ta BiK y noeAHaHHI 3 06CTaBUHA-
MU CNPABM € iaeHTUQIKYIoUMMKU AaHnMK. BapianT I - nepepayva dannis pevHuky 6e3 cankuii
NPOKYpPOPa € NPSIMUM NOPYLWEHHAM TAEMHMLI CAiACTBA.

cT. 222 KIIK YKkpainu 3Y «[Ipo 3aXucT nepcoHanbHHX AaHux» ¢T. 6 Po3a. 3.3-3.4
MocibHuKa

2. Anroputm OSINT: dikcania umugppororo aokasy

1 |b - 3adikcyeatv URL Ta yac nybnikauii 6e3 3aeaHTaxeHHs dpanny. [Neplunin Kpok:
3aXMCT MeTagaHux 6e3 pusnky 3MiHW opuriHany.

2 |- 36epertv opuriHanbHui gain 6e3 3MiH Ta 0buncnut xew-cymy (MD5/SHA-
256). 3abe3neveHHn LinicCHOCTI A0KA3Y Ta MOXAMBOCTI Bepuikauii aBTeHTUIHOCTI.
3 |4 - lNpoBecTi recnokauwinHy Ta XpoHonorivHy sepudikadito. NiareepaxeHHa mMicus
Ta 4acy nopfii yepes eiakpuTi Axepena (Google Earth, TiHboBI KapTH, MeTapaHi).

4 | B - Cknacti npoToKon ornaay enekTpoHHoro aokasy (cT. 99 KIK). MNpouecyancHe
0OPMAEHHA NiCNA 2aBepLUEHHSA BCiX TEXHIYHMX KPOKIE.

Kpoku ATa E — HenpaBunbHI Ta He MakoTk BXOAUTU A0 NOCAIAOBHOCTI: A (¢«3aBaHTaXMTH
i NepepatM Koneram») — NowMpeHHa 6e3 @ikcauii 3HMLLYE AOKA30BY LIHHICTb Ta NopyLlye
naHuor 36epiraHHa. E («[NepetsopuTi popmaty») — Byab-aka 3MiHa danny nicna 36epexeHHs
pobUTb XeLW-CyMy HEBaMiIAHOK Ta YHEMOXAUBAIOE CYAOBY NEPEBiPKY ABTEHTMYHOCTI.

Berkeley Protocol 2022 ct. 99 KNK Ykpainu Po3p,. 6-8 MocidbHMKa

3. MixeipoMua B3aeMogina - CueHapiit

Kpok 1. Mepuwi 2 roauuu nicna BuABNEHHA

MNpasuabHa Bignosigb: b — 3ynuHuT gonuT. Hagatv neply NCUXonoriyHy AonoMory
(NNAQ). AonuT — He paHiwe 72 rogmH i AnLe NicNa OUIHKK NCUXONOMOM CTaHy AMTUHMN.
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MogyaHHg ma «308MUpaRHA» € cuMnmoMamMu 2ocmpol peakyii Ha cmpec (MKX-10:
F43.0). Heksanighikosarull donum y nepi 72 200unu pylHye dokasosy 6azy i noanubmoe
mpasMy 00HOYaCHO.

Kpok 2. OnepatuBHa ouiHka (a0 72 roa)

MNpasuabHa BianoBsigb: b — 3abopoHUTU Nepepady y BIAKPUTMIA Y4aT. MeaAnYHUI BU-
CHOBOK — AIMLLIE 3aXULLEHWUMM KaHANaMM, 38 MMCbMOBKUM 3anuToM crigyoro (cT. 222 KIK).

Telegram ma 8idkpumi Kopnopamusri Yamu € He3axuulerumMy KaHaaamu. «/luure Mix
Kone2aMu» He € sUnpasdarHaM.

Kpok 3. Miarotoeka A0 onUTYBaHHA

MNpasunbHa Bignoeiab: B - Hanonaratt Ha onuTyeaHHi 3a Mogenni «bapHaxyc» y
BezneyHoOMy cepenoBULLI, 3 NCUXONOrOM, Bigeodikcauieto, 3a y4acTio nepeabayeHnx 3ako-
HODABCTBOM 0OCib

Bkazana modens nepedbavae OfMNH donum dna minimizayii pempasmamu3zadii.

Poza.1.1.MocioHnka MKX-10 c1.F43.0 BapHaxyc-npotokon cT. 22 2 KNK NICHD-npo-
Tokon Po3a. 3.3-3.4, 9.2 Noci6HMka

4. MpaeoBa 6aza: 3aNOBHeHHA NpoNycKie

1. Cratma: 222 - XapakTep fii: He3aKOHHUM

2. be3noBOpPOTHE NepPETBOPEHHA: AaHOHIMI2aLlia « 3aMiHa KoAAMK 32i 3bepexXeHHAM
KfKo4a: NCeBAOHIMIZaLLig

3. MixkHapogHui ctanaapt: Berkeley Protocol

4. Metoa ¢dikcauii: iaeozanucy - Cratta KINK: 232

5. KinbKicTb A0NUTIB: OAMH * YHaCHMKK: CNIAYOMO, NPOKYpOpa Ta Ncuxonora

KnioyoBa pi3HMUA: AHOHIMI3aWIN € He3BOPOTHOK — BIAHOBUTU 0CODY HEMOXAUBO.
MNceppoHiMizauia — 3BOPOTHA, KNKY BiANOBIAHOCTI 30epiraeTbCa y 3axMiUeHOMY MiCL.
Ana Matepianis y nybnidyHoMy MpoOCTOpi 3aCTOCOBYETLCA AHOHIMI2auig; Ana obMiHy Mix
BiLOMCTBAMM — NCEBAOHIMI3aLif 3 3aXMLLUEHUM KNIKOYEM.

Berkeley Protocol (2022) po3pobnenmin cnineHo YBKIf1 OOH Tta OpuguyHolo
wkonow UC Berkeley — € oborazkosuM cTaHaaptoM OSINT-po3cnigyBaHb AN BU3HAHHA
AOKaziB Y MDKHAPOAHUX Cyaax.

1. 222 KK c1. 232 KNK Berkeley Protocol 2022 Poza. 2.4 Noci6Huka 3Y «Mpo 3a-
XUCT NePCOHANIbHUX AAHUX»

5. Nopapok Bepuikauii OSINT-matepiany

1 | 3agikcyBatn URL Ta MeTagaHi cTtopiHku 63 3aBaHTaXKeHHA dainy
2 | 36epertu opuriHanbHWin hann Ha 3axULEeHOoMy HociT Be3 XXOAHUX 3MiH
3 | OBbumucnuTH Xew-cymy opmriHaneHoro danny (MD5 / SHA-256) Ta 3adikcysatu

4 | MNpoeectv reonokauiHy Bepudikauitw (3ictaBnerHHa 2 Google Earth, CynyTHUKOBUMU
3HIMKaMHK)
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5 | 38iACHUTU NnepexpecHy BepudikaLio Yepesz ABa HezaNeXHUX AXepena

6 | Cknacty NpoToKoN ornsay enekTpoHHoro gokasy (cr. 99 KIK) Ta gonyuntu Ao mate-
pianis cnpasu

Jorika nopaaky: ¢ikcauin 6e3 aMmiH = uudpposuit BiAOKMTOK (Xeww) = nepeBipka Mic-
LS Ta Yacy = He3anexHe NigTBepaXeHHs = npouecyanbHe odopMaeHHa. Xeww-cyMa obuumc-
NETLCA A0 Byab-aKuX Air i3 PparnoM i cryrye noKa3zoM He3MIHHOCTI MaTepiany. [poTokon
CKNafAETLCA iMLle NICNA 3aBepLUeHHN BCIX TEXHIYHMX KPOKiB — BiH ¢ikCye BeCb NaHLIOr Aif.

1. 99 KNK Ykpainu Berkeley Protocol 2022 Po3pa. 6-8 MNMociGbHuKa
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